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TABLE OF CHANGES
VERSION DATE DESCRIPTION
0.1 First draft
21 Apr 2012 Using interfaces as CMND API
2.2 Jul 2012 Changed CMND API to use Services and MessBge |
2.3 Jul 2012 Added description for Cookie generation
Added description for Service Attributes
Added Basic servicid
Changed byte order to Bigndian
Added Unit D to CMND APl message structure
Moved Data field to the end of CMND API message
24 Oct 2012 Clarified message mode
Added Registration attribute to General service
Changed the structure CMND_IE_ATTRIBUTE_VALUE information elemq
Repbhced use oEMND_IE_SLEEP_RESPONSE with
CMND_IE_RESPONSE
Updated the structure of CMND_IE_REGISTRATION based on latest HAN
FUN Profiles
Changel OTA and FUN cookie generation
Corrected the description of Length field in CMND APl message structure
RemovedRaw Data and Communication services
Defined common link confirmation message
Added CMND_IE_GENERAL_STATUS on hello indication
241 Nov 2012 Renamed Basic service to Device information service
Cosmetic text and alignment fixes
Added to message descriptifrgeneral link confirmation is expected
Added more failure reasons to
CMND_MSG _DEV_MGNT_REGISTER_DEVICE_IND
242 Nov 2012 Clarified that ader of information elements is not significant
Defined dciecksum computed by byte summation
243 Oct 2013 Modified CMND_IE_ALERT
Added CMND_IE_REGISTRATION_RESPONSE
Added CMND_IE_ TAMPER_ALERT
Changed CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_REQ
244 Dec 2013 Removed GPIO Protocol
Updated which services are not available (not supported yet)
Added System service definition
Changed CMND_IE_BATTERY_LEVEL from u8to ul6
Updated which services are supported and which not
Changed Alert State attribute to u32
245 Dec 2013 Added <<CMND_IE_BATTERY_MEASURE_INFO>> for battery
measurement API
2.46 Dec 2013 Added DevicelD to << CMND_IE_GENERAL STATUS>>
Added new messadb to General service to get status
25 Jan2014 Modified Identify service
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Added CMND_IE_IDENTIFY

251

Feb2014

Added CMND_IE_CONTROL

252

Feb2014

AddedProduction support

2.53

Feb2014

Added remark wheré&nit 0 should be used
Corrected definition of CMND_IE_VERSION

Removedunused services: Device Info, Arm Disarm, LED, Detector Proble
Alert

Fixed links to services

Add Parameter paragraph and corrected links to parameters

Updatel which API is not supportkin Keep alive service

Removed finon implementedo text in

2.54

March 2014

Added return code CMND_RC_NOT_REGISTERED
CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND is now available

2.55

March 2014

Changed Parameter ID in sectiong@rameters for production

2.56

March2014

Added CMND_MSG _GENERAL _HELLO_REQ
Removed CMND_MSG_SLEEP_ENTER_SLEEP_RES
Added CMND_IE_BASE WANTED to registration request

2.57

March 2014

Added Attribute Reporting messages and IEs

Added new r eans cand rieraedgyi sotnrgaotiinog 6 f o
response

Updated flows

Added comment to Get Battery (General service) and Parameter service t
these are available in production mode

Added expl arPeoprietarynFUN with GMND AR

2.8

Apr 2014

Added Low Battery handling in System service

Fixed CMND API parameter 0x3 size to 1 byte

Fixed CMND API parameter id in parameter id table to 8bit value

Added new CMND API parameters

Fixed missing figures-4, 45, corrupted table for
CMND_IE_ADD_REPORT_NFO

AddedCMND_MSG_GENERAL _GET_VERSION_R® for general service
Fixed Interface member field from ul6 to u8in CMND_IE_FUN

2.59

May 2014

Added SUOTA service
Fixed CMND_IE_ATTRIBUTE_VALUE andCMND_IE_ATTRIBUTE_ID
field attributelD to u8instead of ul6

2.6

June2014

Changed dogementto be consistent with IEs description in code.
CorrectedCMND_IE_ATTRIBUTE_VALUE
RemovedCMND_IE_REGISTRATION
CorrectedCMND_IE_VERSION

Note that CMND_IE BIND_ENTRY an@MND_IE_GROUP_INFO not
implemented

Corrected CMND_IE_ATERX_RES
Added IEs:CMND_IE_CREATE_ATTR_REPORT_RESPONSE
CMND_IE_U32

Updated explanation for Keep Alive messages
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Added new CMND API parameteiEMC
2.61 Sep 2014 Added new messages for General service to start and end transaction
CMND_MSG_GENERAL TRANSACTION_START_REQ
CMND_MSG_GENERAL _TRANSACTION_END_REQ
2.62 Sep 2014 RemovedCMND_MSG_SUOTA_SWITCH_TO_NEW_IMAGE_REQand
CFM messages as the switch is done automatically when device is resetd
SUQOTA procedure
2.63 Sep 2014 RemoveCMND_IE_RESPONSE from
CMND_MSG_SUOTA_UPGRADE_COMPLETED_RE®ayload.
Added Result field t€MND_IE_SW_VER_INFO information element
2.64 Oct 2014 Add return codes to SUOTA Image Ready Indication
2.65 Nov 2014 Added keep alive settings CMND API parame(@xlF)
Fixed description for ON/Off service messages
2.66 Nov 2014 CMND_MSG_SUOTA UPGRADE COMPLETED_REQ i unify error return
code for upgrade complete request.
2.67 Dec 2014 Updated On/Off message description
Added newlE <<CMND_IE_SET_ATTRIBUTE_VALUBE>
Added newE <<CMND_IE_DEREGISTRATION_RESPONSE
Added newlE <<CMND_IE_DEREGISTRATION>>
2.68 Dec 2014 Added return codesCMND_RC_FAIL SEND_LOCK
CMND_RC_FAIL_SEND_TRANSMISSION
2.69 Dec 2014 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_INDpayload changed.
The messagrowcontairs CMND_IE_DEREGISTRATION_RESPONSE in it
payload.
2.70 Jan 2015 Added new CMND parameter 0x20 that holds general flags
Updated comment faBMND IE READ FILE DATA RES
271 Feb 2015 Added new CMND parameter 0x21 that defines lisEON interfaces that are
handled externally by MCU instead of by CMND Node
272 Eeb 2015 Changed error codes for image ready indication and upgrade completed re
273 Mar 2015 Added more details about return value in
CMND_MSG_SYS BATTERY_MEASURE_GET_RE$essage
2.74 Mar 2015 Updated response reasdos
CMND_MSG_ KEEP_ALIVE_SET_ATTRIB_RES
2.75 May 2015 Production servicé Get/SetULE/Simple GPIO commands were added
2.76 Aug 2015 SUOTA i change error codexccording standard 1.2
277 Aug 2015 AddedCMND_MSG_PROD_SET_ULE_GPIO_DIR_INPUT_RE®
Production Service to configure ULE gpio direction
2.78 Nov 2015 Fixed wrong CMND_IE_FUN identifier in examples showing how to use this
Added more details aboptoduction parameters in CMND_IE_ PARAMETER
2.79 Dec 2015 New messagEMND_MSG_SUOTA_IMAGE_READY_RESadded taSUOTA
service Updated SUOTA sequences
2.80 Jan 2016 Fixed comments for CMND_IE_PARAMETER
AddedCMND_MSG_GENERAL_LINK_MAINTAIN_xxx commands to
General service.
Added Link Maintain sequence flows.
2.80 Feb 2016 Add CMND_MSG_DEBUG_EPROM_WR_NOTIFY_REQ
2.82 Mar 2016 Fixed Periodic Interval from U16 to U32 @MND_IE_ADD_REPORT_INFO
Added new CMND API parameters
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- Actual response time
- Device Enable

- Device UID

- Serial Number

2.83

Mar 2016

Added missing IE CMND_IE_ATTRIBUTE_ID into
CMND_MSG ONOFF SET ATTRIB RESmessageescription

2.84

Mar 2016

Updated description of end of file @®MND_MSG_SUOTA_READ_FILE_RES
Corrected Suota image typesGMND_IE_IMAGE_TYPE
Added new CMND API parameters

2.85

Apr 2016

AddedCMND_MSG_PROD_RESET_EEPROM

2.86

June 2016

AddedCMND_MSG_PROD_GPIO_LOOPBACK_TEST_REQ
Added CMND MSG PROD FW_ UPDATE REQ

2.87

July 2016

CMND_IE_LINK_MAINTAIN i change link maintain duration units to secol

2.88

July 2016

CMND_MSG_PRODSPECIFIC_PRESET_REQ add wall switehindow and
thermostat presets
Remove non implemented CMND ARind group, Group service)

2389

Aug 2016

AddsupportforULE 10T Phase 2

2.90

Jan 2017

Updated ULECMND_MSG ULE CALL _SET_ VOLUME_REQservice
commands and flow chart.

291

Jan 2017

Added:

- CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ
- CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RES
- CMND_IE_CURRENT_SW_INFO

- CMND_IE_CHECK_SW_VER_RES

Added Node Host initiated SUOTA overview.

Fixed Voice call flow

Fixed return codes foCMND_IE_RESPONE:

- CMND_RC_FAIL_SEND_LOCK

- CMND_RC FAIL SEND TRANSMISSION

2.92

Apr 2017

Added Handshake section

Renamed Flow and sequences fASleep
Added reference and more details 4
Added examples to get attribute and ggtibute response when using raw FU
AddedCMND MSG SYS RESET REQo System service

2.93

May 2017

Added DAIF direct parameter type @MND_IE_ PARAMETER_DIRECT

294

July 2017

Cosmetic fixes in some of I E (fixe
Addedexplanation about common optional IEs

2.95

Aug 2017

Added Voice call volume messages
CMND_MSG ULE CALL SET_VOLUME _REQ
CMND_MSG ULE CALL VOLUME_UP_REQ
CMND_MSG ULE CALL VOLUME DOWN REQ

2.96

Sep 2017

Adding CMND_MSG_ULE_CALL_CONNECTED_IND

2.97

Jan2018

Rename the below:
CMND_MSG_ULE_CALL _START_IND
CMND_MSG_ULE_CALL_START_RES
CMND_MSG_ULE_CALL_END_IND
CMND_MSG_ULE_CALL_END_RES
Accordingly to:
CMND_MSG_ULE_CALL REQUEST_IND
CMND_MSG_ULE_CALL REQUEST_RES
CMND_MSG_ULE_CALL CANCEL_IND
CMND_MSG_ULE_CALL CANCELRES
Update theutomaticpreset items for

CMND_MSG _PROD_SPECIFIC_PRESET_REQ
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Multiple cosmetic fixes.
Re mo wat&ibufe® from al | services since

Added SUOTA sequence flows in Appendix
Added CMND_MSG_ULE_CALL_STATUS_UPDATE_REQ

Updated Figurel-1: Message Flow for ULE voice call start triggered by base

2.98

Feb 2018

Added new CMND API parametétardware ype.

2.99

Feb 2018

AddednewBroadcastervice:

CMND_SERVICE ID_BROADCASTING

Added Broadcastessages:

CMND_MSG _BROADCAST_CONFIG_DEV_REQ

CMND_MSG BROADCAST_CONFIG_DEV_RES

CMND_MSG BROADCAST_CHANNEL ALLOCATION_IND
CMND_MSG BROADCAST_ GROUP_TABLE_ENTRY_IND
CMND_MSG BROADCAST_GROUP_TABLE_NUM_ENTRIES_REQ
CMND_MSG BROADCAST_ GROUP_TABLE_NUM_ENTRIES_RES
CMND_MSG BROADCAST_GROUP_TABLE_READ_REQ
CMND_MSG BROADCAST_GROUP_TABLE_READ_RES
Added Broadcast | E6s :

CMND_IE_CHANNEL ALLOCATION

CMND_IE_GROUP_TABLE OPERATION
CMND_IE_GROUP_TABLE _RANGE

CMND_IE_GROUP_TABLE_ ENTRES

Added CMND API parameter:
CMND_PARAM_EEPROM_MULTICAST _TYPE

Added new sequence flows that demonstrate group entry modification and
broadcasting message handling

3.00

March 2018

Added Broadcast messages:
CMND_MSG_BROADCAST_GROUP_TABLEMAX_NUM_ENTRIES_REQ
CMND_MSG_BROADCAST_GROUP_TABLEMAX_NUM_ENTRIES_RES
Added new AGeneric CMNDO preset.
Updated URL length ilCMND_IE_NEW_SW_INFOto 255 bytes

Update section 3.2 talking about DECT handsets.

Fixed UART baud rate tympyp (removed

Added "Call Type"to CMND_IE_ULECALL SETTING.
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Introduction

1. Introduction

1.1 Purpose

Thepurposef this document is to describe the DECT HAN CMND protocol interface to enable software
developerd¢o customize it to meet systemrequirements.

This document discusses:
Background of Topology and other DEGQILE layers
Link layer description
Application layer description
Flows and sequences

1.2 Definitions, Acronymsand Abbreviations

NAME DESCRIPTION
BS BaseStation
CAN Message sentfrom CMND to Node Host
CMND Cordless module node
Cs Checksum
DECT Digital Enhanced Cordless Telecommunications
GW Gateway
HS Handset
HAN Home Area Network
IE Information Element
M Mandatory
MCU Microcontroller Unit
NA C Message sent from Node Host to CMND
NODE HOST This is the microcontroller hardware provided by the customer. It communicates with t
CMND either via a simple /0 such as GPIOs or via a more complex protocol over
UART/SPI/I2C
(0] Optional
RSSI ReceivedSignal Strength hdicator
ULE Ultra-Low Energy

1.3 References and Bibliography

# DOCUMENT NAME VERSION DATE LOCATION
[1] | HF-Interface 140 20171215 aoAmﬁ_fJE? hetwork Functional
[2] | HF-Overview 14.0 20171215 aoAmﬁ_FAJE";'\'gtv"g‘;w”C“O”a”ty
[3] | HF-Profie 140 20171215 moAmﬁ_FAJeN‘;‘ Networeunctionalty
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# DOCUMENT NAME VERSION DATE LOCATION
Home Area Network Functional
[4] | HF-Protocol 1.2.1 201712-15 (HAN-FUN) Protocol
Home Area Networkrunctional
[5] | HF-Service 2.0.0 201712-15 (HAN-FUN) Core Services and
Interfaces
[6] | RF System Spec
Configuration of DECT ULE &
[7] HAN Device EEPROM 03 05.01.2015
[8] | Auto Subscription ULE.docx 0.9 Aug 11, 2014
DHX91 Technical Reference
O | manual (TRM) 0.3 May 2014
[10] ARM DSP UseManual Release 49 2015
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2. Topology

DECT ULE uses a star topology. Each DEQILE system contains only one bastation (BS) and many (up to
thousands of) devices.

A repeater may be addedfange extension and to act as a pipe; however, this document does not discuss this
configuration.
()
é Device A
Addr=16
()
é Device B
Addr=17
: (B)

Figure 2-1: Star Topology, No Repeater

(o)
Base Device
Addr=0

Device C
Addr=18

2.1 Base station (BS)

All communication passes through the single BS. Bynconcentrate all activitiesr, alternatelymay pass
some or all to 3rd party (user controller, Cloud ett.¢ BS addressis 0.

2.2 Handset(HS)

A legacy DECTHandse{GAP or CATiq)which isregistered to sameLE base Each HS is assigreea
specific address by the BS; this address a completely different address from ULE device address ID. For
example there canbe HS #1 and ULE device #1.

2.3 Device

The term device is used to descrdBECT Portable ParPP) thatis not a¢gacy DECT HSMany (hundreds
or thousands of) devices can be supported. Each device is assigned a specific address by the BS, ranging from
16 to 28

2.4 Unit

The unitis a functional instance of a certain type (e.g. motion, switch, etc.). A device can teo85bunits
from the same or varied types. A unit is assigned a unit identifier during manufacturing. The combination of
the device address and the unit identifier produces a unique unit address.

Unit O is reserved for device management, as showigiare 2-2. The Unit ID of the first unit id.

Unit=0 Unit=1
Management . Type=AC
Application Outlet
’¢/ 5 Unit=2
Type= AC
‘Base Device Outlet
Device Addr=0 Address=16

Figure 2-2: Unit Management Scheme
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3. Brief Lay er Descriptions

3.1 Link Layer

ThenCMND and external hardware (for example, an MCU) communicate via UART?SPpbrt, depending
onthe systemdesign. Communication is bidirectional; e.g. sending/receiving events and inforbjafdn.
protocol settings are shown below. No special settings are required for SPI or 12C communication.

UART protocolkettings are as follows:
Baud rate:115200 bps
Data: 8 bit
Parity bit: None
Stop bit: 1 bit
Network byte order: Bigendian

Flow control: Enable/Disable (at compilation timeptiona). Recovery from message loss should be

donein higher layers.

3.2 Network Layer

This layer is used for unit management. Each unit should have number rangin@ tfvd?85. Unit identifier is

provided as part of theMND API message and defines the source unit ID.

3.3 Data Layer

The UART protocol message structure used for this layer is shovabile 3-1. The various fields are
describedn Table3-2. This protocokhould be packed in Bigndianbyte order (network orderfzor example:

16-bit integer: 0x0010 i90 10 in the message (MSB is sentfirst).
32bit integer: 0x12345678 42 3456 78in the messag@MSB is sent first).

Table 3-1: CMND API| UART Fields

NAME Start Length Cookie Unit ID Service Msg ID Checlsum | Data
Code ID
TYPE u16 ul6 us us uU16 us us U8 array
VALUES 0xDADA 0to 0toOxff | OtoOXf | Oto 0 to Oxf | O to Oxff 0 to Oxf
Oxffff OXffff
Table 3-2: CMND API UART Field Descriptions
FIELD DESCRIPTION
Start Code Fixed value defines the beginning of a neessage
Value :0xDADA
Length Total length of the messad®em Cookie to Datdall inclusive).
Length ofDatafield can be computed by subtracting 6 bytes (Cookie, Un
ID, Service ID, Msg ID and Checksum) from thengthfield.
Cookie Unique message identifier betwe€EMND and Node Host.
See sectiod.3 for details.
Unit ID When sent from Node Hostto the CMND this value identified the sourc
unit ID (i.e sending from).
When satfrom the CMND to the Node Hoghis value is théhe
destination unit I0i.e. sending to).
Service ID Defines an ID for a logical group of messages.
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FIELD DESCRIPTION
Seesectiond.4 for details.
Msg ID Message ID under the logical group of messages in the specified Servig
Checksum Error checking of the received message.
CS =8 LSBs of bytesummation from Length tData (includingLength not
including Checksunfield)
Data Message payload. If message has no data, then this field is empty and

Lengthfield is setto 6.

4. Application Layer (CMND API)

4.1 Message Notation

The CMND API servicanessages use the notations described below:

Requests These messages are marked withgh#ix xxx_REQA requestis messagexsentfrom element A

to element BRequests can be send from the Node Host to the CMND or vice versa.

Example: Eement A( Ho st ) s e n drequesttdelemennB. Elhént B can either be a gateway (GW)

or an explicit remote device registered to the same GW. If B is a remote devicextheREQs sent by the
GW to the device B.

Confirmations: These messages are natkwith the suffixxxx_CFM Confirmation is sentto indicate a

previously received request, never as an unsolicited event. A special case of confirmation is a preliminary ACK
This confirmation message means that the request was received by the BBJinft®TA) but not yet

processed, validated or executed. This message confimhdhe message arrived at its destination in terms of a
link, andthat the requestis pending. In some cadeslevel of confirmation is enough for the requesting side.

For details, se€MND_MSG_GENERAL_LINK_CFM in sectiord.10.2

Exampl e: El ement A sends a ATurn ONO requesnt fiDumrehmem
ONO0O if message has arrived to BS.

Responses These messages are marked with the suffix RESA response means that tregjuest was

executed and a response sent backto the requesting side. The response may containiffagloecks s/fail
staus ofthe execution
Example: The device has successfully been turned on.

Indications: These messages are marked with the suiix_IND An indication is a unsolicited event.
Example: DECT link is not active.

4.2 Information Elements (IE)

4.2.1 Using IEs

An IE is a selicontained data structure that can be reused within diff@@&MD APl messages. Message
payloads can contain only IEs. The CMND API defines for each mesdisg®f IEs that can be conveyed
within this message.

Examples:

1 TheCMND_MSG _ALERT_NOTIFY_STATUS REQ messagen A Al ert 6 service con
CMND_IE_ALERT information elementvith all the necessary fields for notifying abahéalert.

1 Mostofthe confirmation messagesisehe CMND_IE_RESPONSEinformation element; itontains
succes/failure status.

1T The€&MRD_MSG ONOFF_ON_REQ r e g i0e-6ffd ii s asrsenitctedase theBase
forwards this request to the destination device based on the bindingtalbéseThis request can be
extended by explicitly defining the destinatidavice unit and thus skipping the binding table on the
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BS. This is implemented by addindCMND_IE_UNIT_ADDR information element o t he A Turn (
request.

4.2.2 Information Elements in CMND API Message Payload

TheDatafield ofthe CMND API message may be either empty or can contain one or more IEs. The IEs are
stored sequentially; their order in a messagwismandatory. Th®atafield is structured as shown Figure
41,

Start Length| Cookie| Unit| Service| Msg | Check Data
Code ID ID ID Sum
=] I =%
Type#l Length#1 Value#l | . Type#k Length#k Valuetk

Figure 4-1: Data Field Structure

4.2.3 Structure

Each IE is structured as shownTiable4-1. Fields are described fable4-2. An example of a CMND API
message of an Alert serviseown inTable4-3.

Table 4-1: |IE Structure Fields

NAME Type Length Value
TYPE us Ui16 U8 array
VALUE 0 to Oxf 0 to OxXfff 0 to Oxff

Table 4-2: |E Field Descriptions

FIELD DESCRIPTION
Type IE unigue identifier SeeCMND API Information Elements
Length Lenght of IE Value field (in bytes)
Value Information Element payloa@etwork byte order)

Table 4-3: Alert Service Message Example

FIELD DATA BYTE
NO
Start Code dada 1
2
Length 00 Oe 3
4
Cookie 01 6
Unit ID 01 7
Service D: Alert 01 00 8
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FIELD DATA BYTE
NO
9
Msg ID: 04 10
CMND_MSG _TAMPER_ALERT_NOTIFY_STATUS_REQ
Checksum 3A 11
IE Type: CMND_IE_TAMPER_ALERT 1D 12
IE Length 00 01 13
14
IE Value: Tamper alert is ON 0001 15
IE Type: CMND_IE_RESPONSE_REQUIRED 04 16
IE Length 00 01 17
18
IE Value: Response is required 01 19

4.2.4 Mandatory/Optional IEs

The CMND API definedor each messagehich IEs are mandatory (M) and which are optional (O

Some of IEs may be added to CMND API message payload without being stated in message definition. For
example,theCMND_IE_UNIT_ADDR may be added to payload to identify the source or destination address
(Device + Unit id). In the table below you will firalist of suchlEs:

Table 4-4. Common Optional IEs

INFORMATION DESCRIPTION

E EMENT

CMND_IE_UNIT_ADDR

Defines Device ID and Unit address. This IE will be added
CMND module in case source address diffessn default
Device ID = 0x7F and Unit ID = OX7FFF

CMND_IE_OTA_COOKIE

from zero.

Contains FUN application sequence fields value if differen
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4.3 CMND API Cookie

4.3.1 Overview
The Cookie field is used to identify a request sent from the Node Host to the CMNEheacwhfirmation sent
back from CMND to Host in which a fidondédt caredo value

4.3.2 Cookie Generation

A Cookie is generated by the Node Host. The same value is later used in confirmation by the CMND.

Table 4-3 defines the Cookie value in different scenarios.

Table 4-5: Cookie Values

SCENARIO CMND COOKIE VALUE
Node Host sends arequestto CMND (REQ) Node Hostgenerates new value. Anotheroption is
use 0, dondt care.

CMND sends acknowledge for message transmiss§ CMND uses the same Cookie as provided in the
over DECT (CFM) Node Host request

Node Host responds to arequestfrom CMND (RE{ Node Hostsetstheoo ki e t o O, d o

The CMND sends a REQ or IND to the Node Hostt CMND uses 0, dondt <care
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4.3.3 Flow Example
Figure 4-2 demonstrates Cookie generation forfdarmo event.

( Node

Node Host generates
new Cookie

Host )
Power Up

fhello indicationo

- .
Cookie=0x00

CMND uses dond
care=0x00

Alert request )

Cookie=0x01

link confirmation

- ;
Cookie=0x01

Alert End-to-End response
Cookie=0x00

ON OFF i ON request
Cookie=0x00

Node Host responds with
dond care

Link confirm )
Cookie=0x00

Example of Cookie=
dond care

Alert request )

Cookie=0x00

Link confirmation

- .
Cookie=0x00

Non OTA message uses
Cookie=dond care

EEPROM write request N

Cookie=0x00

EEPROM write confirm

-

Cookie=0x00

CMND replies to Alert
request using same
Cookie=0x01

CMND sends End-to-End
response
Cookie=0x00

CMND sends a request
Cookie=0x00

CMND replies to Alert
request using the same
Cookie 0x00

CMND replies using the
same Cookie 0x00

Power Off—————

Figur e 4-2: Cookie Generation for Alarm Event
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4.4 CMND API Services

441 Overview

TheCMND API devicesarea collection ofmessagegrouped under Service $D as listed inrable4-6. The
Service concept is very sssiomi | &er vtioc et hree soshaj geecst aorrei eQlte

AlthoughService Ds and HAN FUNinterfacesare very similar,reference to CMND API should lerformed
only as explained ithis documentOne special case is tR&JN Service D, for which themessage payload
should be constructed with reference to the HAN FUBDITA API SPEC [1].

Table 4-6: Service IDs

SERVICE NAME DESCRIPTION
ID
Management

0x0001 Device Management Device registration and degistration

0x0002 Reserved

0x0003 Reserved

0x0004 Identi Identify Unit/Group in system

0x0005 Reserved

0x00® Attribute Reporting Report attributes by event or periodically
Generic

0x0000 General Generapurpose service

0x0100 Alert Device indicats an alert

0x0101 Tamper Alert Deviceindicates atamper alert

0x0102 Reserved

0x0103 Reserved

0x0104 Keep Alive Device indicats it is alive

0x0105 Reserved

0x0106 On Off Turn actionon/off

0x0107 Reserved

0x0108 FUN Send and receive FUN OTA messages

0x0109 Debug Internal cebugservice ofHan application
System

0x0201 System System functionality

0x0202 Reserved

0x0203 Parameters Access CMND parameters

0x0204 Sleep Turn DECT module off

0x0205 Reserved

0x020A ULE Voice Call Manage voice call

0x020B Production Productionmode management

0x020C SUQOTA Software update over the air service

0x020D Certification Certification

0x020E Remote Control Remote Control

0x020F SUQTA Proprietary SUQOTA Proprietary

0x0210 Broadcasting Broadcasting

4.5 Message Confirmation

Message ACK is a Transport Layer confirmation indicating thatthe message was gatettay/base station
It does not indicate the message reached the Application Layer onthe destination device. This confirmation is
part ofthe CMND API General Service messaG®)ND_MSG_GENERAL_LINK _CFM
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4.6 Raw FUN with CMND API

The CMND API protocol defines services for specific purpose such as Alert, Tamper, Device Management,
etc. The CMND APhIsodefines a general purpose send¢eJN service This servicds usedor construcing

full FUN messagéllowing the FUN standard. The FUN service structure is not bitwise exact to FUN protocol
structure butit contains the exact same fields (i.e. same logical payloadhUSegervicefor full spec.

The FUN service can besed for following:
1 Implement FUN interfaces which are notsupported in CMND API. For example:
o FUN Power interface0x0110Q
0 FUN Time interface (0x0102)
1 Implementcustomer proprietary functionaliUN proprietary interface)
o Proprietary customization ¢fie Node Host

o Proprietary calibration

o Proprietary reporting
o Proprietary attributes
o Other proprietary functionality

The next two paragraphs are providing guidelines and examples on constructing FUN messages for usages
defined above.

4.6.1 Using FUN Service to Co de FUN Interfaces

One of usages of CMND API FUN service is constructing FUN standard messages. Any FUN interface can be
constructed, including those which are already supported by the CMNB &tAces The Alert Interface can
be either created using CMNBIert service or using FUN service and constructing the message from scratch.

Next table presents an example for constructing Low Battery indication for FUN Power interfaces. This
interface is not implemented in none of CMND API services. The CMND APlerdishall be coded as
following:

- Service: FUN service (0x0108)
- Message:CMND_MSG_FUN_SEND_REQ (0x1)
- Payload:CMND_IE_FUN (0x5)

Table 4-7: Power interface using FUN service

Field Data Byte
No
Start Code dada 1
2
Length 00 XX 3
4
Cookie 01 6
Unit Id 01 7
Service |d FUN 0108 8
9
Msg Id CMND MSG FUN SEND REQ 01 10
Checksum 2z 11
IE type: CMND_IEUN 05 12
|E kength 00 XX 13
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Field Data Byte
No
14
IE payload

XX ¢ reperesents an unknown byte value since not all data is presented in this example

The next table presents howto fill CMND_IE_FUN information element for low battery indication:

Table 4-8: CMND_IE_FUN usi ng FUN service

Field Type | Value Description

Extended Mode u8 0x0 0: Non Extended Mode Default Mode

Source device id ulé Node hostdevice id Address of source device.
Node Host receives device idriggistration confirmation.
Node Hostan also receivid with Get Status message
(general service)

Source unitid u8 0x0 Source unit Id
Power interfaceshall be used wittnit O

Address type u8 0x0 0: Individual Address

Destination device id | ul6 OxX7FFF Address of the specific destination device

Destination unitid u8 OxFF Destination specific unitidentifier

Application reference | u8 0x00 Per use case

Message type u8 0x01 0x1: Command message

Interface type u8 0x0 0: Client

Interface Id ulé 0x0110 Power FUN Interface identifier

Interfacemember u8 0x03 Command0Ox03¢Low Battery voltage alert

Data length ulé 0x0 Length of Data payload (in bytes)
0 ¢no data

Data payload u8l] None Commandpayload

The FUN service can also be used for receiving full FUN messages for FUN interfacesavehiobt

implemented in CMND API. Next example presents CMND API message received on Node Host which
contains FUN fAGet attributed message for Power inter
API content shall be:

- Service: FUN service (0x0B)
- Message:CMND_MSG_FUN_RECV_IND (0x2)
- Payload : CMND_IE_FUN (0x5)

Table 4-9: Power interface using FUN service

Field Data Byte
No

Start Code dada 1
2

Length 00 XX 3
4

Cookie 01 6

Unit Id 00 7

Service |Id #FUN 0108 8
9
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Field Data Byte
No
Msg Id CMND MSG FURECV_IND 02 10
Checksum XA 11
IE type: CMND_IEUN 05 12
IE kength 00 XX 13
14

XX ¢ reperesents an unknown byte value since not all data is presented in this example

The content of CMND _IE_FUNinformation element shall be:

Table 4-10: CMND_IE_FUN using FUN service

Field Type Value Description
Extended Mode u8 0x0 0: Non Extended Mode Default Mode
Source device id ulé Node hostdevice id | Addressof source device.
Source unitid u8 0x0 Source unitld

Power interfaceshall be used wittJnit 0
Address type u8 0x0 0: Individual Address
Destination deviceid |ul6 Node host device id| Address of the specific destination device
Destination unitid u8 0x00 Destination specific unitidentifier

Power is should be implemented in Unit 0
Applicationreference |u8 0x00 Per use case
Message type u8 0x01 0x4: Attribute get message
Interface type u8 0x0 0: Client
Interface Id ulé 0x0110 Power FUN Interfacédentifier
Interface member u8 0x03 0x07¢ Battery voltage attribute identifier
Data length ulé 0x0 Length of Data payload (in bytes)

0 ¢no data
Data payload u8[] None Commandpayload

4.6.2 Using FUN Service for Proprietary Interfaces
Anotherusage for the CMND API FUN service is constructing FUN messages for proprietary FUN interfaces.

For example: Node Host uses proprietary interface for calibrating the AC outlet form Base.

Proprietary interfaces shall start from 0X7F00 offset @mdd by FUN standard). Messages and attributes are
to be defined by Node Host. The CMND side is not aware of message structure and will not perform any
validation on the content transferred from Node Host to Base or vice versa. Message transmission is
bidirectional (as with other FUN interfaces), from device to base and from base to device.

Outgoing messages shall be coded as following:

- Service: FUN service (0x0108)
- Message:CMND_MSG_FUN_SEND_REQ (0x1)
- Payload : CMND_IE_FUN (0x5)

Incoming message shale coded as following:
- Service: FUN service (0x0108)
- Message:CMND_MSG_FUN_RECV_IND (0x2)
- Payload : CMND_IE_FUN (0x5)

The CMND_IE_FUN shall be coded as defined GND_IE_FUN section. The payload shall be coded
according to definition of the proprietary interfaces defined by customer.
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4.6.3 Using FUN Service to Get Attribute

In this example GW wants to get FUN attribute value from ULE devibé attribute is stored in the Node

host.
T A fAGet
1 A CMND API message is sentto Node host.
1 The node hostsponsesto CMND node
1

At N meisdagetis sént td-GMIND noffe this example we use interface 0x7F20)

The CMND noddransates the message FUN and sedsthe response to the GW

The following is the message from CMND node to Node host

- Service: FUN service (0x0108)
- Message:CMND_MSG_FUN_RECV_IND (0x2)
- Payload : CMND_IE_FUN (0x5)

Table 4-11: Get attribute using FUN service

Field Data Byte
No
Start Code dada 1
2
Length 00 X% 3
4
Cookie 00 6
Unit Id 01 7
Service Id FUN 0108 8
9
Msg Id CMND MSG FURECV IND 02 10
Checksum XA 11
IE type: CMND_|EUN 05 12
IE Eength 00 XX 13
14
IE payload

XX ¢ reperesents an unknown byte value since not all data is presented in this example

The content of CMND_IE_FUN information element shall be:

Table 4-12: CMND_IE_FUN using FUN service

Field Type Value Description
Extended Mode u8 0x0 0: Non Extended Mode Default Mode
Source device id ulé Node hostdevice id | Address of source device.
Source unitid u8 0x1 Source unit Id
Address type u8 0x0 0: Individual Address
Destination deviceid | ul6 Node hostdevice id | Address of the destination device
Destination unitid u8 0x01 Destination specific unitidentifier
The command is sentto Unit 1
Applicationreference |[u8 0x00 Per use case
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Field Type Value Description

Message type u8 0x01 0x4: Attribute get message

Interface type u8 0x0 0x1 Server

Interface Id ulé 0x7f20 FUN Interface identifier

Interface member u8 0x01 Attribute ID we want to read

Data length ulé 0x0 Length of Data payload (in bytes)
0 c¢no data

Data payload u8l] None Commandpayload

May 2018
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The following is theesponse from Node hostto CMND node with attribute value

- Service: FUN service (0x0108)

- Message:CMND_MSG_FUN_SEND_

- Payload : CMND_IE_FUN (0x5)

Table 4-13: Get attribute

REQ (0xl)

response using FUN service

Field Data Byte
No
Start Code dada 1
2
Length 00 XX 3
4
Cookie 00 6
Unit Id 01 7
Service Id #FUN 0108 8
9
Msg Id CMND MSG FUSEND REQ 01 10
Checksum XX 11
IE type: CMND_|EUN 05 12
IE Eength 00 XX 13
14
|IE payload

XX ¢ reperesents an unknown byte value since not all data is presented in this example

The content of CMND_IE_FUN information element shall be:

Table 4-14: CMND_IE_FUN using FUN service

Field Type | Value Description

Extended Mode u8 0ox0 0: Non Extended Mode Default Mode

Source device id ulé Node host| Address of source device.

deviceid | Node Host receives device idriggistration confirmation.

Node Hostan also receiveit with Get Status mességmeral
service)

Source unit id u8 ox1 Source unit Id
Unit that responses

Address type u8 0x0 0: Individual Address

Destination device id | ul6 Ox7FFF | Address of the specific destination device

Destination unitid u8 OxFF Destination specific unitlentifier

Application reference | ug8 0x00 Per use case

Message type u8 0x05 0x5: FUN Get attribute response

Interface typé ud 0x0 1: Server

Interface Id ulé 0x7f20 FUN Interface identifier

Interface member u8 0x01 Attribute id 1

Data lengtt ulé ox1 Length of Data payload (in bytes)

Data payload u8l] YY Attribute value, in this caseits 1lbyte

1Source unit id must be equal to Destination unit
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2 Application reference should comply with [4] FUN protocol application reference field

3 Interface typé refer to [4] for explanation on values of this field. Setting this field to 0 denotes a client

interface, while settingit to 1 denotes a server interface. The interface type is of the destination (receiver)
device when meypagespbesbiagge &4 command or a request.
interface typeis of the source (sender) device.

This example demonstrates a fAget attributed of an at
Thereforeinterface typeas setto 14erver) inii Ge t attributed request, and set
is from server side.

4 Datalength is decided base on the definition of the proprietary interface. In this example thelength was
randomly chosen as 1 byte.

4.7 Devic e Management Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sentfrom CMND to Node Host
M: Mandatory
O: Optional

4.7.1 Overview

This service is used faegistering devices and units with their associated data, such as Unit Type and the list
of interfaces they support.

4.7.2 Messages

= @]
MESSAGE MESSAGE -4 [ 4
D MESSAGE NAME DESCRIPTION o | ©
@) Z
001 Reserved
002 Reserved
003 CMND_MSG DEV_MGNT_REGISTER _DEVICE_REQ Register devicetobag Y | N
04 CMND_MSG DEV_MGNT_REGISTER_DEVICE_CFM Registration started N| Y
0x05 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_IND Success status of N| Y
registration
006 CMND_MSG DEV_MGNT_DEREGISTER _DEVICE_REQ Local deregistration Y| N
request of device
007 CMND_MSG DEV_MGNT_DEREGISTER_DEVICE_CFM Deregistration N| Y
confirmation
0x08 CMND_MSG _DEV_MGNT_DEREGISTER_DEVICE_IND Deregistration N| Y
indication

4.7.2.1 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_REQ

This message is used f@gistering a device and its units with their associatedtgpehe remotdase
(gateway).Device unit types and the list afptional FUN interfaces stored in CMND API parametédsnit
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info table(0xA). The CMND node will confirm on start of registratiowith
CMND_MSG_DEV_MGNT_REGISTER_DEVICE_CFM.

IE M/O Comment

CMND_IE_BASE_WANTED O | Contains speicific BS RFPI. Device will try to
register on BS with specified RFPI ohfly.
omitted device will search for any base open
for registration

4.7.2.2 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_CFM

This message is a responsategistration request. The CMND informs thed¢oHost that CMND
registration proceduns in progressTheregistration result iseflected in
CMND_MSG DEV_MGNT_REGISTER_DEVICE_IND
IE M/O Comment
CMND_IERESPONSE M | OxO- déstart registratiort succeededdoesnot
indicate that registration completed)
0Ox1¢ ostart registratiorgfailed

4.7.2.3 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_IND

This indication is sentfrom the CMND to the Node Host to indicate the registration status between the device
and the GW/BS after the registration procedure completes. The messadeatzmsent by the CMND to
Node Host in unsolicited manner if registoat was triggered internally by the CMND. When the registration
procedure is completed, the CMND sends registration status.
IE M/O  Comment
CMND_IE_REGISTRATION_RESP! M Contains registratiostatus,allocated device ID and
additional discriminator fields.

4.7.2.4 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_REQ

This is a request teregister the device. TheCMNDPends a FUN fderegisterdo c¢comma
successfulresponse frombase, then indicates back to Node Host of théNe sl lis usedThe CMND

should respond first with CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_CFM and later with

CMND_MSG _DEV_MGNT DEREGISTER_DEVICE_IND.

In case therebs no response f agonal deragswation,chredrwitl gei st r at i o
indicated byCMND_MSG_DEV_MGNT DEREGISTER_DEVICE_IND anyway to the Node host.

4.7.25 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_CFM

This message is @onfirmation for handling degistration request. The CMND informs theddoHost that
CMND de-registration procedurs in progressThe resulis reflected in
CMND_MSG_DEV_MGNT DEREGISTER_DEVICE_IND

IE M/O Comment
CMND_IE_RESPONSE M | 0x00q Success
0x02¢ Not Registered

4.7.2.6 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND
This message is an indication that devicaow deregistered. This indication can arrive due to previously sent
deregistration request, or in case dewess remotely removed/deleted/deregistered ftheBS.
IE M/O Comment
CMND_I|E_DEREGISTRATION_RESP' M | 0x00¢ Success
0x08- Not authorized.
OxFH Unknownreason.
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4.8 SUOTA Service

481 Overview

This serviceis used forupgrading the SW image of a Node Ho®MCU) or of a CMND module(DECT). The
upgrade can be initiated either from BS or from Node Host.

4.8.1.1 SUOTA for CMND node (DECT) initiated by BS

Next figure depicts SWipgraddor CMND module. Base initiates the procdsmnotifying NodeHost when

new versions available(CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND. The NodeHostreplies to Base by
accepting or rejecting the SW Upgradd®(ND_MSG_SUOTA_NEW_SW_RBSand then indicates t6MND

moduleto start downloading the new SW imageMND_MSG_SUOTA _DOWNLOAD_START_R).When

download completes the CMND modules sends indication with success status ifupgrade succeeded or failure
status in case of a failuEMND_MSG_SUOTA_IMAGE_READY_IND. In case of failure the Node Host must

reply with CMND_MSG_SUOTA_IMAGE_READY_RESto confirm message is received. In case of success
the response should not be sent from Node to CMNIe NodeHostthenreads the new version from CMND
module and updates the Base that SW Upgrade has completed
(CMND_MSG_SUOTA_UPGRADE_COMPLETED_RBQ The last messageis passed all the way to the base.

SUOTA - GMND Node Upgrade (DECT)

HOST/MQU CMND/HAN § Scorpion API a CMBS Target § QMBS Host § Http Srver

< SW Available

< CMND_MSG_SUOTA _NEW_SW_AVAIALBE _IND
CMND_MSG_SUOTA NEW _SW_RES >

SW Update CFM / Reject

< CMND_MSG_GENERAL_LINK CFM

CMND_MSG_SUOTA_DOWNLOAD_START_REQ (URL & FW )
L

q CMND_MSG_SUOTA DOWNLOAD START RES

itch to circuui

< switch to circuuit mode cfm
'S

URL i@gation.

data call setup >

< data call setup cfm
2  [Binary content downloading]

Y

ol

release call cfm

—

@ CMND MSG SUOTA IMAGE READY IND<in case of fail>
ad
CMND _MSG_SUOTA IMAGE READY R

GPIO Wakeup

A

Hello

Y

MND_M: TA_IMAGE_READY < il>
CMND_MSG_GENERAL_GET_VERSION_REQ

CMND_MSG_GEN VERSION _RE

CMND_MSG_SUOTA _UPGRADE COMPLETED REQ S

Upgrade Completed

< CMND_MSG_GENERAL_LINK CFM

HOST/MCU CVIND/HAN Scorpion API CMBS Target CMBS Host Http Srver
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4.8.1.2 SUOTA for Node Host (MCU) initiated by BS

Next figure depicts SWUpgradefor NodeHost module(MCU upgrade) Base initiates the process and notifies
the Nade hoston new version availabilitfCMND_MSG SUOTA_NEW_SW_AVAIALBE IND. The Node
Hostaccepts SW Upgrad€iIND_MSG_SUOTA_NEW_SW_RBES and therndicates to CMND to start
downloading the new imagCMND_MSG_SUOTA_DOWNLOAD_START_REYR The image islownloaded
and storedn the CMNDNodeFlash Whendownload is completed theMND Node indicates that image is
ready CMND_MSG_SUOTA_IMAGE_READY_IND. The Node hostshould reply with
CMND_MSG_SUOTA_IMAGE_READY_RES.Next theNode hostreads threew image(in chunks) from the
CMND node CMND_MSG_SUOTA_READ_FILE_RER Whenread is complete the Node hostcan do SW
upgradeWhen SWupgrades complete the Node host sexadconfirmation to Base
(CMND_MSG_SUOTA_UPGRADE_COMPLETED_RBQ The last mmssage goes all the way to thesB.

SUOTA - MCU Upgrade

HOST/MQU CMND/HAN @ Scorpion API a CVBS Target § CMBS Host

SW Availabl.

-

< CMND MSG _SUOTA NEW SW _AVAIALBE IND

CMND _MSG _SUOTA NEW SW_RES =~

SW Update CFM / Reject

W

CMND MSG GENERAL LINK CFM

CMND_MSG_SUOTA_DOWNLOAD_START_REQ (URL & MCU)
L

CMND MSG SUOTA DOWNLOAD START RES

switch to circuuit mode
< switch to circuuit mode cfm
URL lndlcatlon.

data call setup »
< data call setup cfm
IZ73)  [Binary content downloading]
Hitp rﬁt
< SDU n
|
release call >

release call cfm

< CMND MSG SUOTA IMAGE READY IND
CMND_MSG_SUOTA_IMAGE READY RES

I [Read New MCU Image]
CMND_MSG SUOTA READ FILE REQ (Offset/Len

-
—

CMND_MSG_SUOTA_READ _FILE RES Data,Len, EOF ind

CMND _MSG_PARAM_SET REQ SW Version S

CMND_MSG_PARAM _SET RES

CMND_MSG_SUOTA_UPGRADE COMPLETED REQ >

Upgrade Completed

—

CMND MSG_GENERAL LINK CFM

HOST/MCU CMND/HAN § Scorpion API CMBS Target § CMBS Host
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4.8.1.3 SUOTA for CMND node (DECT) initiated by Node Host

The figure belowdepicts SWupgrade of CMNDNode(DECT module) initiated by Node Host.

Node Host initiates the process by sendiMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RE®
checkif newer software is availahléote thatCMND_IE_CURRENT_SW_INFOinformation elementan be

omitted The CMND nodewill send current CMNDNodeversion to base in FUN message

The Node Host receive8BMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REwith a result of
version check. If the resulhsws that new version iavailable then Node Hosstartdownloadng the new

image by sendingCMND_MSG_SUOTA_DOWNLOAD_START_REQ.

HOST/MCU

May 2018

The rest of the process is thiilar toSUOTA for CMND node (DECT) initiated by BS

SUOTA - CMND Node Upgrade (DECT) initiated by Node Host

CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ o
-

CMND/HAN Scorpion API

Check Version

CMBS Target CMBS Host

[y
>

1

Check Version Response

@ CMND_MSG_SUOTA_CHECK_FOR_MNEW_VERSION_RES
<

CMND_MSG_SUOTA_DOWNLOAD START REQ (URL & FW 1.

- CMND_MSG_SUOTA_DOWNLOAD START RES
<

A

switch to circuuit

mode -
L

< switch to circuuit mode cfm
URL indication.

data call setup >
Eclat'a call setup cfm

[Binary content downloadlng[]

Http reqgest

Y

<

SDU n

<

release call

release call cfm

< CMND_MSG_SUOTA_IMAGE_READY_IND<in case of fail>
CMND_MSG_SUOTA _IMAGE_READY RES

7

SW reset

- GPIO Wakeup
<

Hello »
>

< CMND_MSG_SUOTA_IMAGE_READY_ IND <success/fail>

CMND_MSG_GENERAL_GET VERSION REQ

CMND_MSG_GENERAL_GET_VERSION_RES

CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ

Upgrade Completed

CMND_MSG_GENERAL_LINK_CFM
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4.8.1.4 SUOTA for Node Host (MCU) initiated by Node Host
The figure belowdepicts SW Upgrade for Node Host module (MCU upgrade) initiated by Node Host.

Node Hosttheclsfor new version availability using the
CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RE@essageThe Node Host should set current
version in the payload. Thieformation will be used by base when preparing the response.

The Node Host will receive @sponse IND_MSG_SUOTA_CHECK_FORNEW_VERSION_RESthat wil

indicate availability of new version.

If new version isavailable then he Node Hostrequests to start downloading the new image by sending
CMND_MSG_SUOTA_DOWNLOAD_START_REQ

The rest of the process is the sam&d®TA for CMND node (DECT) initiated by BS

SUOTA - MCU Upgrade initiated by Node Host

HOST/MCU

CMND/HAN Scorpion APL

CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ (current ver.)o
>

Check version

A

Check version response

- CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RES
%
CMND_MSG_SUOTA_DOWNLOAD START REQ (URL & MCU

CMND_MSG_SUOTA_DOWNLOAD_START RES

switch to

URL indication >

circuuit mode

< switch to circuuit mode cfm

data call setup >
Edata call setup cfm

[
>

? CMBS Target § CMBS Host @

[Binary content downloading

|'

Http regest »
SDUn
release call
< release call cfm
< CMND_MSG_SUOTA_IMAGE_READY_IND
CMND_MSG_SUOTA_IMAGE_READY RES
[Read New MCU Image]
CMND_MSG_SUQOTA READ_FILE REQ (Offset/Len )
CMND_MSG_SUOTA_READ_FILE_RES ( Offset,Data,Len, EOF ind
CMND_MSG_PARAM_SET REQ SW Version
CMND_MSG_PARAM_SET_RES
CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ
Upgrade Completed
CMND_MSG_GENERAL_LINK_CFM
4.8.2 Messages
MESSAGE MESSAGE z ©
=< <:
ID MESSAGE NAME DESCRIPTION o >
001 CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND New SW available indication N Y
sentfrom base
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MESSAGE MESSAGE z ©
=<: =<:
ID 2SR S e S DESCRIPTION o >
0x02 CMND_MSG_SUOTA_NEW_SW_RES Response on New SW Y N
available indication.
Reject/Confirm theequest.
0x03 CMND_MSG_SUOTA_DOWNLOAD_START_REQ Requestfrom CMND to Staif Y N
the download process.
0x04 CMND_MSG_SUOTA_DOWNLOAD_START_RES Confirm Start request N Y
0x05 CMND_MSG_SUOTA_IMAGE_READY_IND Image ready on flash ( N Y
success/fail)
0x06 CMND_MSG_SUOTA_IMAGE_READY_RES Confirm for Image ready Y N
indication
0x08 CMND_MSG_SUOTA_UPGRADE_COMPLETED_RE({ Success/fail on upgrading Y N
process, sentto the BASE
O0x0A CMND_MSG_SUOTA_READ_FILE_REQ Read Image File Y N
0x0B CMND_MSG_SUOTA_READ_FILE_RES Data of Image File N Y
0x0C CMND_MSG_SUOTA_DOWNLOAD_ABORT_REQ Abort SUOTA processand | Y N
return to ULE Mode
0x0D CMND_MSG_SUOTA_DOWNLOAD_ABORT_CFM Abort OperationCFM N Y
OX0E CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION| Requestfrom Node Hostto| Y N
_REQ check if there new SW
available
O0xOF CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION| Responseoncheck version| N Y
_RES requestwith a result.
4.8.2.1 CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND
This message ianindicationsentfrom basdo Node Host.
IE M/O Comment
CMND_IE_NEW_SW_INFO M | Holds the sw/ hw and URL informaiton
4.8.2.2 CMND_MSG_SUOTA_NEW_SW_RES
This message isr@sponse to new sw available. Host indicate a reject/confirm orsvéwhe CMND send
a CMND_MSG_GENERAL_LINK_CFM message of General Service to confi@ssagarrival to the Base
(link confirmation).
IE M/O Comment
CMND_IE_RESPONSE M | Success / Fasltatus. SeeReturn Codes
4.8.2.2.1 Return Codes
Return Code Value Description
CMND_RC _OK 0x0 | General success
CMND_RC_FAIL 0x1 | General failure
CMND_RQ.OW_BAT 0x2 | Low Battery
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4.8.2.3 CMND_MSG_SUOTA_DOWNLOAD_START_REQ

This message isr@quesfrom the device to start the software download process.

IE M/O Comment
CMND_IE_NEW_SW_INFO M | Holds the sw/ hw and URL informaiton
CMND_IE_IMAGE_TYPE M | Indicates image type FW or Node HOST

4.8.2.4 CMND_MSG_SUOTA_DOWNLOAD_START_RES

This message is a confirmation on START_RHE®pis message has no payload

4.8.2.5 CMND_MSG_SUOTA_IMAGE_READY_IND

This message isnaindication on success / fail of downloading the new image

IE M/O Comment

CMND_IE_RESPONSE M | Success/ Faidtatus:
0x00¢ Success
0x01¢ General Error
0x02¢ Session Error
0x03¢ Gmep Send Error
0x04¢ Write Error
0x05¢ Erase Error
0x06¢ Checksum Error
0x07¢ Flash Data Error
0x08¢ Call Ended
0x09¢ HTTP Error
0x0A¢ Version Number Unchanged

CMND 1BU32 M | Image sizén bytes

4.8.2.6 CMND_MSG_SUOTA_IMAGE_READY_RES

This message is response from Node host to confirm receivng of
CMND_MSG_SUOTA_IMAGE_READY_IND

4.8.2.7 CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ
Success/fail on upgrading process, sentto the BASE

The receiving side of the request sends a CMND_MSG_GENERAL_LINK_ Ghdésage of General Service
to confirm message arrival (link confirmation).

IE M/O Comment
CMND_IE_SW_VER_INFO M | HoldsSUOTA resultancurrent SW Version
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4.8.2.8 CMND_MSG_SUOTA_READ_FILE REQ

This message ia request to read from the new image file downloaded.

IE M/O Comment
CMND IE READ FILE DATA REQ M | Sepcifieoffsetandlength to read

4.8.2.9 CMND_MSG_SUOTA_READ_FILE_RES

This message ia responseto a read requelihd of file is indicated by returned size 0. Anothermethod to

detect EOF is by comparing the total number of bytes read so far vs the imadgvaizble in payload of
CMND_MSG_SUOTA_IMAGE_READY_IND message)

IE M/O Comment
CMND_IE_RESPONSE M File ReadSuccess/Failure
CMND_IE_READ FILE_DATA_RES M Data from File

4.8.2.9.1 Return Codes

Return Code Value Description
CMND_RC_OK 0x0 | General success
CMND_RC_FAIL 0x1 | General failure
CMND_RC_OFFSET_WRONG 0x2 | Invalid offset
CMND_RC _NO_FILE 0x3 | No availablefile

4.8.2.10 CMND_MSG_SUOTA_DOWNLOAD_ABORT_REQ

This message is a requestto abortthe file download process and return to ULETRNIsaeessage has no
payload.

4.8.2.11 CMND_MSG_SUOTA DOWNLOAD_ABORT _CFM
This messageonfirms that abortequest waseceived anavas processedrhis message has no payload

4.8.2.12 CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ

This message isr@aquesfrom the device to check the exsistence of new software.

IE M/O Comment

CMND_IE_CURRENT_SW _INFO O | Holds current sw/ hvinformaiton.
Ifthe element is omitted then update for
current CMND version will be requested.

4.8.2.13 CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RES

This message isr@sponse foEMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQrhe message

contains a resuttf version checland an information about new version.

IE M/O Comment
CMND_IE_CHECK_SW_VER_RES M | Holds version check result, the sw/ hw and
URL informaiton

May 2018 DSP Group Confidential

3516C




Version 3.00 DECT HAN CMND API Specification Application Layer(CMND API

4.9 l|dentify Service

4.9.1 Overview

This service is uset identify physical device/unit or a group of units by blinking or beeping the device, or to
identify a device ID in thdaseby pushing a button on the device and indiggitheunit ID onthebaseThis
service is rastly used for installation purposes.
Thefollowing abbreviations are used in tables in this section:

N Y C: Message can be sentfrom Node Hostto CMND

CY N: Message can be sent from CMND to Node Host

M: Mandatory

O: Optional

4.9.2 Messages

MESSAGE MESSAGE NAME MESSAGE DESCRIPTION - | o
ID

< | <

olz

001 CMND_MSG IDENTIFY_DEVICE_REQ Indication to device to identify itself Y| Y

0x02 CMND_MSG_IDENTIFY_DEVICE_RES Response for identification indication Y| Y

0x03 CMND_MSG _IDENTIFY_SELF REQ The unit wishes to identify itself Y| Y

4.9.2.1 CMND_MSG_IDENTIFY_DEVICE _REQ

This message is a requésthe Node Host to identify a specific ubiy physical means, suchablinking
LED or beepingThis message should be senthoit O.

IE M/O Comment
CMND_IE_UNIT_ADDR M | Holds the specifidevice andinitIDto identify
CMND_IE_US8 M | Holds thetime interval during which the

physical notification should be active.
CMND_IE_RESPONSE_REQUIRED O | Includethis IEif FUN request responseis

required
4.9.2.2 CMND_MSG_IDENTIFY_DEVICE_ RES

This message is the response from the Node Hostto a CMND_MSG_IDENTIFY_DEVICE REQ request. It
should be sentto Unit O only if a requestresponse was required.

IE M/O Comment

CMND_IE_UNIT_ADDR M | Holds the specific unlDto identify (unid ID =
0x0, directs to device only)

CMND_IERESPONSE M | OxO-ID identification succeeded

0x1- ID identification failed

4.9.2.3 CMND_MSG_IDENTIFY_SELF_REQ

This message is a request from the device side to identify itself to the BS or an explicit unithi¥messsage

is targeted to reach a specific unit (destination is not B8®)destination unit should receive the same message.
The receiving side of the request sends a CMND_MSG_GENERAL LINK_CFM message of General Service
to confirm message arrival (knconfirmation). This message should be sentto Unit 0.
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IE M/O Comment
CMND_IE_IDENTIFY M | Holds theidentifier of the device to present
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4.10 General Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sent from CMND to Node Host
M: Mandatory
O: Optional

4.10.1 Overview

This service groups general messages and attributes.

4.10.2 Messages

e (@)
MESSAGE MES SAGE < | <
D HIESEIAES HUATE DESCRIPTION
(@) pza
001 Reserved
0x02 Reserved
0x03 Reserved
0x04 Reserved
0x05 CMND_MSG_GENERAL HELLO_IND First welcome N[ Y
message
0x06 CMND_MSG_GENERAL_ERROR_IND General error or Y| Y
failure indication
0x07 CMND_MSG_GENERAL_LINK_CFM General confirmation| Y | N
of request delivery tg
BS
0x08 CMND_MSG_GENERAL GET_STATUS_REQ Get thegeneral staty Y | N
of CMND
0x09 CMND_MSG_GENERAL_GET_STATUS_RES Responseforgenera N | Y
status request
0x0A CMND_MSG_GENERAL HELLO_REQ First welcome Y| N
message
0x0B CMND_MSG_GENERAL GET_VERSION_R@ Get CMND version Y| N
request
0x0C CMND_MSG_GENERAL_GET_VERSION_R& Responsefor CMND| N | Y
version request
0xD CMND_MSG_GENERAL TRANSACTION_START_R| Starttransaction Y| N
EQ during which CMND
will not enter
hibernation
OxE CMND_MSG_GENERAL TRANSACTION_START_C| Start transaction N[ Y

FM

command received
by CMND and

confirmed
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z (@)
MESSAGE MESSAGE < | <
ID LSS DESCRIPTION
(@) 4
OxOF CMND_MSG_GENERAL TRANSACTION_END_RE | End previous Y| N
Q transaction, CMND
now can enter
hibernation when
possible
0x10 CMND_MSG_GENERAL _TRANSACTION_END_CF | Confirmation forEnd| N | Y
M transaction request
0x11 CMND_MSG_GENERAL_LINK_MAINTAIN_START Requestto start Y| N
_REQ maintaining link with
base
0xa2 CMND_MSG_GENERAL _LINK_MAINTAIN_START Confirmation for N[ Y
_CFM request testart
maintaining link with
base
0x13 CMND_MSG_GENERAL _LINK_MAINTAIN_STOP_ Requestto stop Y| N
REQ maintaining link with
base
ox14 CMND_MSG_GENERAL _LINK_MAINTAIN_STOP_ Confirmation for N[ Y
CFM requestto stop
maintaining link with
base
0x15 CMND_MSG_GENERAL _LINK_MAINTAIN_STOPP Links maintainstop N[ Y
ED_IND indication Timer
expired.

4.10.2.1 CMND_MSG_GENERAL_HELLO_IND

This messagis sent from CMND to Node Host on startup or on wakeup from external event. Message
contains CMND API version and tlgeneral status of the CMND. The status includes registration status and
device ID, production or normal mode and othéisis message sddressetb Unit 0.

IE M/O Comment

CMND_IE_GENERAL_STATUS M | Contains general CMND status (registration,
EEPROM, startup mode)

CMND_IEVERSION M | Contains CMND API version

4.10.2.2 CMND_MSG_GENERAL_ERROR_IND

This message is used to indicate invalid message content such as:wrong checksum, unknown service ID,
unknown message ID.

IE M/O Comment
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CMND_IERESPONSE M | 0x00- Invalid cookie
0x01- Errorparameter
0x02¢ Not registered
0x03- Feature not supported
0x04- Errorchecksum
0x05- Unknownservice D
0x06- Unknown messagk
0x07- Invalid message length

4.10.2.3 CMND_MSG_GENERAL_LINK _CFM
This message, sentonly from the CMND to the Node Host, returns the status of requestdelivery to BS. It is a
preliminary ACKthat dos not confirm request execution (by applicatmmany other higher layer on bgse
IE M/O Comment
CMND_IERESPONSE M | 0x00- Message delivery to BS succeeded
0x01- Message deliveryp BSfailed
0x12-Failed to lock on base.
0x13- Failed to transmit message, but succeeded
lock.
See morevaluesin CMND_IE_RESPONSE IE spec

4.10.2.4 CMND_MSG_GENERAL_GET_STATUS_REQ

This message is used to receive the general status of the CMND. This message should be sentto Unit 0. No IE
is used. This essage is available in production mode.

4.10.2.5 CMND_MSG_GENERAL _GET_STATUS_RES

This message is a response@MND_MSG_GENERAL_GET_STATUS_REQhat conveys the status ofthe
CMND. This messageis sentfrom Unit 0.

IE M/O Comment
CMND_IE_GENERAL_STATUS M | Contains general CMND status (registration,
EEPROM, startup mode, device ID)

4.10.2.6 CMND_MSG_GENERAL_HELLO_REQ

This message is an indication from the Node Hostto the CMND. It indicates the Node Host is ready to receive
CMND messages aftgrower upor wakeup indication from a device. This messageuld be address¢al
Unit 0.

4.10.2.7 CMND_MSG_GENERAL_GET_VERSION_REQ

This message is a requestto get CMND version. Version typeis specified in message payload. The responseis
CMND_MSG_GENERAL_GET_VERSION_RE& message with requested version. This message should be
sentto Unit O.

IE M/O Comment
CMND_IE_U8 M | Define in payload of this IE the version type
0x1¢ Software version
0x2¢ Hardware version
0x3¢ EEPROM
0x4¢ CMND API
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4.10.2.8 CMND_MSG_GENERAL_GET_VERSION_RES

This message is a response tog£t.3.11 CMND_MSG_GENERAL_GET_VERSION_REQequest. This
message is sentto Unit 0

IE M/O Comment

CMND_IEVERSION M | Requested version

4.10.2.9 CMND_MSG_GENERAL _TRANSACTION_START_REQ

This message is a requestfrom MCU to CMNDstart a transaction during which the device will not enter
hibernation. This messageis sentto UniTiis message has no payload

4.10.2.10 CMND_MSG_GENERAL_TRANSACTION_START_CFM

This message is a confirmation f@MND_MSG_GENERAL _TRANSACTION_START_REQequestThe
CMND confirms that transaction startékhis message isent by Unit 0. The messabas no payload

4.10.2.11 CMND_MSG_GENERAL_TRANSACTION_END_REQ

This message is a requestfrom MCU to CMND to end a previously started transaction. This message is sentto
Unit 0. This message has no payload

4.10.2.12 CMND_MS G_GENERAL_TRANSACTION_END_CFM

This message is a confirmation for CMNRISG_GENERAL _TRANSACTION_END_REQmessage. The

CMND confirms that #fAend tr ans a cAftarthimadnfimatignuteest was r ec
hiberndion is no more blocked and CMND may enter hibernation when possible. This message is sentto Unit 0.
This message has no payload.

4.10.2.13 CMND_MS G_GENERAL_LINK_MAINTAIN_START_REQ

This message is a request from MCU to CMMNDstart link maintain with base. Thisessage is to be used when
aresponseis required from base. A general use caseis when MCU sends acommand to base, and now should
wait for a response from base. This requires a periodic message from CMND towards the base to allow the base
to respond.

TheCMND will transmit empty packet to Base every period (specified in message payload). Link maintain
duration is also specified in message paylddis messageis sentto Unit 0.

For a sequence flows refer tsing Link Maintain command@ndLink Maintain expires

IE M/O Comment
CMND_IE_LINK_MAINTAIN M | Specified link maintain duration in ping
interval.

Duration- the total time that CMND will
maintain the link.

Interval- defines frequency of empty messag
sentto base

4.10.2.14 CMND_MS G_GENERAL_LINK_MAINTAIN_START_CFM

This message is a confirmation BMND_MSG_GENERAL_LINK_MAINTAIN_START_REQ The CMND
confirms that link maintain has successfully started or failed. Thisamesis sent by Unit.0

IE M/O Comment
CMND_IERESPONSE M | 0x00q Success
0x01- Failure
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4.10.2.15 CMND_MSG_GENERAL_LINK_MAINTAIN_ STOP_REQ

This message is a request from MCU to CMNDstop exstinglink with base.Send this message when link is
notrequired anymore for example when MCU has received the response from base. This message is sent by Unit
0. This message has no payload.

4.10.2.16 CMND_MSG_GENERAL_LINK_MAINTAIN_ STOP_CFM

This message is a confirmation BMND_MSG_GENERAL_LINK_MAINTAIN_STOP_REQ and indicates
that link maintenance has stopp&tis message is sent by Unit 0.

IE M/O Comment
CMND_IERESPONSE M | 0x00q Success
0x01- Failure

4.10.2.17 CMND_MS G_GENERAL_LINK_MAINTAIN_ STOPPED_IND

This message is a message from CMND to MCU that indidgaetnk maintain timer expired and not stopped
explicitly by sendindCMND_MSG_GENERAL_LINK_MAINTAIN_STOP REQ messageThis message is
sentby Unit 0. This message has no payload

4.11 Alert Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sentfrom CMND to Node Host
M: Mandatory
O: Optional

4.11.1 Overview

This service is used by agvice to send alerts.

4.11.2 Messages

Z |0

MESBAGE MESSAGE NAME MESSAGE DESCRIPTION | < | <

(@] 2

001 CMND_MSG_ALERT_GET_ATTRIB_REQ Read service attribute Y| Y

0x02 CMND_MSG_ALERT_GET_ATTRIB_RES Response for Y| Y

request

0x03 CMND_MSG_ALERT_NOTIFY_STATUS_REQ| Indication on Alert Y| N

0x04 CMND_MSG_ALERT_NOTIFY_STATUS _RES | Response forstatus N[ Y
notification

4.11.2.1 CMND_MSG_ALERT GET_ATTRIB_REQ

This functionality is not supported.
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This message is used to read unit attributes rébeiving side of the requestsends a
CMND_MSG _GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).

IE M/O Comment

CMND_IE_ATTRIBUTE_ID M | Service attribute to read

CMND_IE_UNIT_ADDR O | Includethis IE whemlestination deviceis not
BS

4.11.2.2 CMND_MSG_ALERT_GET_ATTRIB_RES
This functionality is not supported.
This is a response to CMND_MSG_ALERT_GET_ATTRIB_REQ.

IE M/O Comment
CMND_IE_RESPONSE M | 0x0- Read succeeded

Ox1- Read failed
CMND_IE_ATTRIBUTE_VALUE M | Holds attribute value in case of success
CMND_IE_UNIT_ADDR O | Mandatory if was presentin the request

4.11.2.3 CMND_MSG_ALERT_NOTIFY_STATUS_REQ

This message is usedto halt an alert. The receiving side of the requestsends a
CMND_MSG_GENERAL_LINK_CFM message ofBeral Service to confirm message arrival (link
confirmation).

IE M/O Comment

CMND_IE_ALERT M | Contains alertsource

CMND_IE_RESPONSE_REQUIRED O | Includethis IEif responseis required

4.11.2.4 CMND_MSG_ALERT_NOTIFY_STATUS_RES

This messagacknowledges &@MND_MSG_ALERT_NOTIFY_STATUS_REQ request. This messsigeuld
be sentonly if CMND_IE_RESPONSE_REQUIRED is included into the request.

IE M/O Comment
CMND_IE_RESPONSE M O0x0-wSalLl2yasS G2 ab2GA T
succeeded

ox1-wSalLl2yas (2 raduestifdilad
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4.12 Tamper Alert Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sent from CMND to Node Host
M: Mandatory
O: Optional

412.1 Overview

This service is used by any device to send tamper alerts.

4.12.2 Messages

b (@)

MESBAGE MESSAGE NAME MESSAGE DESCRIPTION [ < | <

O (2

001 CMND_MSG TAMPER_ALERT_GET_ATTRIB_REQ Read service attribute Y|

0x02 CMND_MSG TAMPER_ALERT_GET_ATTRIB_RES Response for 6| Y|
request

0x03 CMND_MSG TAMPER ALERT_NOTIFY_STATUS REQ Indication on tamper alert Y[ |

0x04 CMND_MSG _TAMPER_ALERT_NOTIFY_STATUS_RES| Response forthe Notify Status| N | °
request

4.12.2.1 CMND_MSG_TAMPER_ALERT_GET_ATTRIB_REQ
This functionality is not supported.

This message is used to readnit attribute The receiving side of the request sends a
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).

IE M/O Comment

CMND_IE_ATTRIBUTE_ID M | Service attribute to read

CMND_IE_UNIT_ADDR O | Includethis IE whenlestination deviceis not
BS

4.12.2.2 CMND_MSG_TAMPER_ALERT_GET_ATTRIB_RES
This functionality is not supported.

This is a responseto CMND_MSG _TAMR_ALERT_GET_ATTRIB_REQ.

IE M/O Comment
CMND_IE_RESPONSE M | 0x0- Read request succeeded

0x1- Read request failed
CMND_IE_ATTRIBUTE_VALUE M | Holds attribute valuein case of success
CMND_IE_UNIT_ADDR O Mandatory if was present in the request

4.12.2.3 CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_REQ

This message is used for notifying the CMND of a tamper alert. The receiving sitkerefjuest sends a
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).
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IE M/O | Comment
CMND_IE_TAMPER_ALERT M | Contains alertsource
CMND_IE_RESPONSE_REQUIRED O Includethis IEif responseis required

4.12.2.4 CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_RES

This message is the required response for a status notification request. The message confirms if the notification
reached the BS. This message should be sentonly if CMND_IE_ RESPONSE_REQUIRED is presentin the
alert notification message.

IE M/O Comment
CMND_IE_RESPONSE M O0x0-wSa&all2yasS G2 ab2iAT
succeeded

Oxl-wSalLl2yasS ab2GAFe {

4.13 Keep Alive Service

The following abbreviations are used in takiteshis section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sentfrom CMND to Node Host
M: Mandatory
O: Optional

4.13.1 Overview
This service is used by any device to send keep alive.

4.13.2 Attributes

ATTRIBUTE ATTRIBUTE ATTRIBUTE ATTRIBUTE ATTRIBUTE
ID NAME TYPE VALUES ACCESS
0x0001 Interval u32 miliseconds Read/Write

4.13.3 Messages

Z |10
MESSAGE MESSAGE
< | =<
D MESSAGE NAME DESCRIPTION >
001 CMND_MSG KEEP_ALIVE_|_ AM_ALIVE_REQ Indicates that device is alivel Y | N
002 Reserved
0x03 CMND_MSG KEEP_ALIVE_GET_ATTRIB_REQ Requestfrom Basetoread| N | Y
keep alive attribute
0x04 CMND_MSG KEEP_ALIVE_GET_ATTRIB_RES Response for Y| N
request
0x05 CMND_MSG KEEP_ALIVE_SET_ATTRIB_REQ Request from Base to set Y| N
keep aliveattribute
0x06 CMND_MSG KEEP_ALIVE_SET_ATTRIB_RES Response for Y| N
request
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4.13.3.1 CMND_MSG_KEEP_ALIVE | AM_ALIVE_REQ

This message is used to indicate thatthe device is alive. The receiving side of the requestsends a
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation). No IE is used.

4.13.3.2 CMND_MSG_ KEEP_ALIVE_GET_ATTRIB_REQ

This message imdicated from remote baseread the value afkeepalive attributeon node hosfttribute
details arespecifiedin message payloadhis message should be used only when keep alive is managed by the
Node Host and not on the CMND

IE M/O Comment

CMND_IE_ATTRIBUTE_ID M | ID of the attribute to be read

CMND_IE_UNIT_ADDR O Includethis Ilvhen destination deviceis not
BS

4.13.3.3 CMND_MSG_ KEEP_ALIVE_GET_ATTRIB_RES
This is a response to CMND_MSQKEEP_ALIVE_GET_ATTRIB_REQ. This message should be used only
when keep alive is managed by the Node Host and not on the CMND
IE M/O Comment
CMND_IE_ATTRIBUTE_VALUE M | Must be presentto understand which attribu
(even in case of failure). In case of failure on
attribute IDand resultfields arélled.
CMND_IE_UNIT_ADDR O | Mandatory if present in the request

4.13.3.4 CMND_MSG_KEEP_ALIVE_SET_ATTRIB _REQ

This message ilequest from remote basesetakeep aliveattributeon node hostThis message should be
used only when keep alive is managed by the Node Host and not on the.CMND

IE M/O Comment

CMND_IE_ATTRIBUTE_VALUE M | Attribute 1D and new value

CMND_IE_RESPONSE_REQ@UIRE O | Includethis IEwhen entb-end FUN response
is required

CMND_IE_UNIT_ADDR O | Mandatory if was present in the request

4.13.3.5 CMND_MSG_ KEEP_ALIVE_SET ATTRIB_RES

This message is a response to CMND_MSG_KEEP_ALISET _ATTRIB REQ messageNode hostshould

store the value received i n Mi8sHEEssage isanly mandatogwhén conf i r
CMND_IE RESPONSEREQUIRED IEi s present i n Thishmessdag&dhdudd berusegaonly s t .
when keep alive is managed the Node Host and not on the CMND

IE M/O Comment

CMND_IE_RESPONSE O | 0x0- Request handling succeeded
0x3- RequestNot supported
0x4¢ Failed to write to read only attribute
OxFF; Unknown reason
Response is Mandatory only if
CMND_IE_RESPONSE_REQUIR&ilablan
GKS a{9¢¢& NXBIjdzSai

CMND_IE_ATTRIBUTE_ID O | The ID of the the modified attributeThis IE is
mandatory if responseis required
CMND_IE_UNIT_ADDR O | Present onlyifinthe request
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4.14 On-Off Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sent from CMND to Node Host

M: Mandatory

O: Optional

4.14.1 Overview
This service is used for switching devices on and off.

4.14.2 Messages

Z |0
MESBAGE MESSAGE NAME MESSAGE DESCRIPTION g <
=z
001 CMND_MSG_ONOFF_ON_REQ Switch unit on Y| Y
0x02 CMND_MSG_ONOFF_ON_RES Response to Switch On request Y[ Y
0x03 CMND_MSG_ONOFF_OFF_REQ Set unitoff Y| Y
0x04 CMND_MSG_ONOFF_OFF_RES Response to Switclff request Y| Y
0x05 CMND_MSG_ONOFF_TOGGLE_REQ Toggle unit status Y[ Y
0x06 CMND_MSG_ONOFF_TOGGLE_RES Response to Toggle request Y| Y
0x07 CMND_MSG_ONOFF_GET_ATTRIB_REQ| Get unit attribute Y| Y
0x08 CMND_MSG _ONOFF_GET_ATTRIB_RES| Responsefod GE htéributerequest| Y| Y
with attribute data
0x09 CMND_MSG_ONOFF_SET_ATTRIB_REQ| Set attribute request Y[ Y
0x0A CMND_MSG_ONOFF_SET_ATTRIB_RE Response for fASet Y| Y
0x0B CMND_MSG_ONOFF_SET_ATTRIB_REQ| Set attribute with response Y| Y
_WITH_RES
4.14.2.1 CMND_MSG_ONOFF_ON_REQ
This message is used to switch on the devibés messagis available for twadirections
MCU A CMND: Button is pressed to turn on a remote switchable deVive CMND will respond with
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).
CMND A MCU: Switchable device receig@ command from remote device or b&seurn the MCU on
IE M/O Comment
CMND_IE_UNIT_ADDR O | Includethis IEwhen destination deviceis not
CMND_IE_RESPONSE_REQ@UIRE O Includethis IEwhen end to end FUN respons
required
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4.14.2.2 CMND_MSG_ONOFF_ON_RES

This message is theresponse to CMND_MSG_ONOFF_ON_REQ. This message is sentonly if the request
containedCMND_IE_ RESPONSE_REQUIRE This messagis available for twalirections

MCU A CMND: Switchable device responses for previous requestto turn oretheed
CMND A MCU: Remde device responses for previous requiesh MCU to turn it on.

IE M/O Comment

CMND_IE_RESPONSE M | 0x0- Request handling succeeded
0x1- Request handlingfailed

CMND_IE_UNIT_ADDR O | Present onlyifinthe request

4.14.2.3 CMND_MSG_ONOFF_OFF_REQ
This message is used to switch off the devidds message is available for two directions:

MCU A CMND: Button is pressed to turn off a remote switchable device. The CMND will respond with
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).

CMND A MCU: Switchable device (MCU) receives a command fromate device or bade turn the MCU
off.

IE M/O Comment

CMND_IE_UNIT_ADDR O | Includethis IEwhen destination deviceis not E

CMND_IE_RESPONSE_REQ@UIRE O | Includethis IEwhen end to end FUN response
required

4.14.2.4 CMND_MSG_ONOFF_OFF_RES

This message is theresponse to CMND_MSG_ONOFF_OFF_REQsent only if the request contained
CMND_IE_RESPONSE_REQUIRE The messageis available for two directions:

MCU A CMND: Switchable device responses for previous request toofftithe device

CMND A MCU: Remote device responses for previous request from MCU to taff it

IE M/O Comment

CMND_IE_RESPONSE M | 0x0- Request handling succeeded
0x1- Request handlingfailed

CMND_IE_UNIT_ADDR O | Present onlyifinthe request

4.14.2.5 CMND_MSG_ONOFF_TOGGLE_REQ
This message is used to toggle the state of the deMiie message is available for two directions:

MCU A CMND: Button is pressed to toggle the state of a remote switchable device. The CMND will respond
with CMND_MSG_GENERAL _LINK_CFM message of Generar@ce to confirm message arrival (link
confirmation).

CMND A MCU: Switchable device (MCU) receives a command from remote device or base to toggle MCU
state

IE M/O Comment

CMND_IE_UNIT_ADDR O | Includethis IEwhen destination deviceis not E

CMND_IE_RESPONSE_REQ@UIRE O | Includethis IEwhen end to end FUN response
required
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4.14.2.6 CMND_MSG_ONOFF_TOGGLE_RES

This message is theresponse to CMND_MSG_ONOFF_TOGGLE_R#E®sent only if the request
containedCMND_IE_ RESPONSE_REQUIRE The message @vailable for two directions:

MCU A CMND: Switchable device responses forprevious request to toggle the state of the device

CMND A MCU: Remote device responses for previous request from MCU to toggle the state.

IE M/O Comment

CMND_IE_RESPONSE M | 0x0- Request handling succeeded
0x1- Request handlingfailed

CMND_IE_UNIT_ADDR O | Present onlyifinthe request

4.14.2.7 CMND_MSG_ONOFF_GET_ATTRIB_REQ
This message is used toread a unit attriblités message is available for two directions:

MCU A CMND: MCU sends arequestto get attribute from remote device. The CMND will respond with
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).

CMND A MCU: Remote device (or base) sends arequest to MCléttattribute

IE M/O Comment
CMND_IE_ATTRIBUTE_ID M | Specified the attribute to be read
CMND_IE_UNIT_ADDR O | Includethis IEwhen destination deviceis not E

4.14.2.8 CMND_MSG_ONOFF_GET_ATTRIB_RES

This is a responseto CMND_MSG_ONOFF_GET_ATTRIB_REDhis message is available for two
directions:

MCU A CMND: MCU sends aresponse with attribute value to remote device. The CMND will respond with
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).

CMND A MCU: Remote device (or base) sendssponse with attribute value to previous requestwas
sent fromMCU to this remote device

IE M/O Comment
CMND_IE_ATTRIBUTE_VALUE M | Contains attribute value. In case of failure
Attribute ID should be equal to thiD in the
WDO9¢Q NXEIdzSadsz | GaNR
ignored.
Response Value:
0x0- Request handling succeeded
0x3- Fail: Not supported
OxFFK; Fail: Unknown reason
CMND_IE_UNIT_ADDR O | Mandatory if in the request
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4.14.2.9 CMND_MSG_ONOFF_SET_ATTRIB_REQ
This message is useddeta unit attribute. This message is available for two directions:

MCU A CMND: MCU sends arequest setattributeonremote device. The CMND will respond with
CMND_MSG_GENERAL _LINK_CFM message of General Service to confirm mesaagyal (link
confirmation).

CMND A MCU: Remote device (or base) sends arequestto MGietattributeon the MCU

IE M/O Comment

CMND_IESETATTRIBUTEVALUE M | Specifiedarget attribute and the new valueto
set

CMND_IE_UNIT_ADDR O | Includethis Ivhen destination deviceis not B¢

4.14.2.10 CMND_MSG_ONOFF_SET_ATTRIB_RES

This is a response to CMND_MSG_ONORBET_ATTRIB_REQ. This message is available for two
directions:

MCU A CMND: MCU sendsaresponfeor previously receiThedVMNDS#t o attri
respond with CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival
(link confirmation).

CMND A MCU: Remote device (or base) sends arespéorgeevious requeftom MCU to set the attribute
on remote device

IE M/O Comment
CMND_IE_RESPONSE M | 0x0- Request handling succeeded
0x3- Fail: Not supported
0x4¢ Fail: Read only
OxFFK Fail: Unknown reason
CMND_IE_ATTRIBUTE_ID M | Identify the attribute which was set
CMND_IE_UNIT_ADDR O | Mandatory if in the request

4.14.2.11 CMND_MSG_ONOFF_SET ATTRIB_REQ WITH_RES

This message is usedto seta unit attribute and requires a response from destination (as opposed to
CMND_MSG_ONOFF_SET_ATTRIB_REQ where responseis optionkte response is
CMND_MSG _ONOFF_SET_ATTRIB_RES message.

This message is available for two directions:

MCU A CMND: MCU sends arequestto set attribute on remote device. The CMND will respond with
CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link
confirmation).

CMND A MCU: Remote device (or base) sends arequestto MCU to set attribute on the MCU

IE M/O Comment

CMND_IE_SET ATTRIBUTE_VALUE M | Specified target attribute and the new valueto
set

CMND_IE_UNIT_ADDR O | Includethis IEwhen destination deviceis not E
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4.15 FUN Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sent from CMND to Node Host
M: Mandatory
O: Optional

4.15.1 Overview

This service enables sending/receiving a fulNFOTA message according to FUN standard [1].

4.15.2 Messages

pd
MESBAGE MESSAGE NAME MESSAGE DESCRIPTION < | <
O
001 CMND_MSG_FUN_SEND_REQ| Send FUN message request Y| N
0x02 CMND_MSG_FUN_RECV_IND Indication on received FUN message| N| Y

4.15.2.1 CMND_MSG_FUN_SEND_REQ

This message is used to send a full Folerthe-air message to a destination device and unit. Daia field
of CMND API message should contain the exact Huidtocolmessage based on the FUN OTA protocol
specification. The receiving side of the requestds a CMND_MSG_GENERAL LINK_CFM message of
General Service to confirm message arrival (link confirmation).

IE M/O Comment
CMND_IE_FUN M | FUN data container
4.15.2.2 CMND_MSG_FUN_RECV_IND

This message indicates incoming full FUN OTA message from device.

IE M/O Comment
CMND_IE_FUN M | FUN message data container
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4.16 System Service

The following abbreviations are used in tables in this section:
N Y C: Message can be sentfrom Node Hostto CMND
CY N: Message can be sent from CMND to Node Host
M: Mandatory
O: Optional
4.16.1 Overview
This service provides miscellaneous system functionality, such as battery measurements, accessing specific HW
registers, etc.

4.16.2 Messages

Z | o
MESSAGE MESSAGE %
D HESSREIE Nl =2 DESCRIPTION < |z
@)
0x01 CMND_MSG_SYS BATTERY_MEASURE_GET_REQ| Get measurements of batte] Y | N
from A2D on CMND
0x02 CMND_MSG_SYS BATTERY_MEASURE GET_RES| Response for N|[Y
parameter request
0x03 CMND_MSG_SYS_RSSI_GET_REQ Get RSSI measurement (linl Y | N
quality)
0x04 CMND_MSG_SYS RSSI_GET_RES Response for Get RSSI N[ Y
request
0x05 CMND_MSG_SYS BATTERY_IND_ENABLE_REQ Enable low battery indicatiol Y | N
0x06 CMND_MSG_SYS_BATTERY_IND_DISABLE_REQ Disable low battery Y| N
indication
0x07 CMND_MSG_SYS BATTERY_IND_LOW_IND Send low battery notificatiof N | Y
0x08 CMND_MSG_SYS RESET_REQ Force watchdogresetCMN[] Y | N
node
0x09 CMND_MSG_SYS BATTERY_END_LIFE _IND Indication on end of battery| N | Y
life

4.16.2.1 CMND_MSG_SYS_BATTERY_MEASURE_GET_REQ

Requesthe CMND to perform battery measurement. Battery is measured during systemddrag during RF
transmissionThe responseis CMND_MSG_SYS_BATTERY_MEASURE_GET_RES with the measured
data. This message should be sentto Unit O

IE M/O Comment
CMND_IE_BATTERY_MEASURE_INF M | Define battery measurement info.
This command can be used in production
mode only if Measurement mode of this IE i
set to 2 (measure now)

4.16.2.2 CMND_MSG_SYS_BATTERY_MEASURE_GET_RES

This messageeturns thdattery measurememesult The resolutionis 100 mVolts. The battery is measured
from A2D during systemload. This message should be sentfrom Unit 0.

IE M/O Comment
CMND_IE_BATTERY_LEY M | The payload ofthe IE is battery measurements in resolut
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of 100 mVolts
Ifmeasured voltage is below 1.5V the valueO is returned

4.16.2.3 CMND_MSG_SYS_RSSI_GET_REQ
Requesequestthe CMND to return RSSI measurem@iis message should be senthoit 0. No IE is used.

4.16.2.4 CMND_MSG_SYS_RSS| GET_RES

This messagis a response to RS8leasurement request. The payload contains RSSI measuliameocént
RF activity. This message is sentfrom Unit 0.

IE M/O Comment
CMND_IBU8 M | The payload of the IE is RSSI value

4.16.2.5 CMND_MSG_SYS_BATTERY_IND_ENABLE_REQ

This messagenables peci al | ow battery indication using the se
The receiving side of the requestsends a CMND_MSG_GENERAL LINK_CFM message of General Service

to confirm message arrival (link confirmatiomIOTE 7 this is a not comon battery measurement. Before

using this feature please advise with a DSP Group representative.

4.16.2.6 CMND_MSG_SYS_BATTERY_IND_DISABLE_REQ

This message disables the battery indicatising the sensor conditioning on DHX9Ihe receiving side of
the request sals a CMND_MSG_GENERAL _LINK_CFM message of General Service to confirm message
arrival (link confirmation).

4.16.2.7 CMND_MSG_SYS_BATTERY_IND_LOW_IND
This message is dndication that battery is low using the sensorconditioningd@®HX91.

4.16.2.8 CMND_MSG_SYS_RESET RE

This messagis used to requestthe CMND to derwatchdog reset. CMND node will restart after this
command. No responseis gerenrated.

4.16.2.9 CMND_MSG_SYS_BATTERY_END_LIFE_IND

This is an indication on battery reaching the end of life. End of life is defilethwo conditions are met:
1 Battery measurement during load is below 2.0V
1 Battery typeis Alkaline (see HAN eeprom paramdéier HAN_BATTERY_TYPRE
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