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1. Introduction  

1.1 Purpose  

The purpose of this document is to describe the DECT HAN CMND protocol interface to enable software 

developers to customize it to meet system requirements.  

This document discusses: 

Background of Topology and other DECT ULE layers 

Link layer description 

Application layer description 

Flows and sequences 

1.2 Definitions, Acronyms and Abbreviations  

 

NAME DESCRIPTION 

BS Base Station 

C Ą N Message sent from CMND to Node Host 

CMND Cordless module node 

CS Checksum 

DECT Digital Enhanced Cordless Telecommunications 

GW Gateway 

HS Handset 

HAN Home Area Network 

IE Information Element 

M Mandatory  

MCU Microcontroller Unit 

NĄC Message sent from Node Host to CMND 

NODE  HOST This is the microcontroller hardware provided by the customer. It  communicates with the 

CMND either via a simple I/O such as GPIOs or via a more complex protocol over 

UART/SPI/I2C 

O Optional 

RSSI Received Signal Strength Indicator 

ULE Ultra-Low Energy 

 

1.3 References and Bibliography  

# DOCUMENT NAME  VERSION DATE LOCATION  

[1]   HF-Interface 1.4.0 2017-12-15 
Home Area Network Functional 

(HAN-FUN) Interfaces 

[2]   HF-Overview 1.4.0 2017-12-15 
Home Area Network-Functionality 

(HAN-FUN) Overview 

[3]   HF-Profile 1.4.0 2017-12-15 
Home Area Network-Functionality 

(HAN-FUN) Profiles 
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[4]   HF-Protocol 1.2.1 2017-12-15 
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[5]   HF-Service 2.0.0 2017-12-15 

Home Area Network Functional 

(HAN-FUN) Core Services and 

Interfaces 

[6]   RF System Spec    

[7]   
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HAN Device EEPROM 
0.3 05.01.2015  

[8]   Auto Subscription ULE.docx 0.9 Aug 11, 2014  

[9]   
DHX91 Technical Reference 
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0.3 May 2014  

[10]  
ARM DSP User Manual Release 

10.6 
4.9 2015  
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2. Topology  

DECT ULE uses a star topology. Each DECT ULE system contains only one base station (BS) and many (up to 

thousands of) devices.  

A repeater may be added for range extension and to act as a pipe; however, this document does not discuss this 

configuration. 

Base Device

Addr=0

Device A

Addr=16

Device B

Addr=17

Device C

Addr=18

 

Figure 2-1: Star Topology, No Repeater  

2.1 Base station (BS)  

All communication passes through the single BS. It may concentrate all activities or, alternately, may pass 

some or all to 3rd party (user controller, Cloud etc.) The BS address is 0. 

2.2 Handset (H S) 

A legacy DECT Handset (GAP or CATiq) which is registered to same ULE base. Each HS is assigned a 

specific address by the BS; this address a completely different address from ULE device address ID. For 

example there can be HS #1  and ULE device #1. 

2.3 Device  

The term device is used to describe a DECT Portable Part (PP) that is not a legacy DECT HS. Many (hundreds 

or thousands of) devices can be supported. Each device is assigned a specific address by the BS, ranging from 

16 to 216. 

2.4 Unit  

The unit is a functional instance of a certain type (e.g. motion, switch, etc.). A device can host up to 255 units 

from the same or varied types. A unit is assigned a unit identifier during manufacturing. The combination of 

the device address and the unit identifier produces a unique unit address. 

Unit 0 is reserved for device management, as shown in Figure 2-2. The Unit ID of the first unit is 1. 

Base

Device Addr=0
Device 

Address=16

Unit=1 

Type= AC 

Outlet

Unit=2 

Type= AC 

Outlet

Unit=0 

Management

Application

 

Figure 2-2: Unit Management Scheme  
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3. Brief Lay er Descriptions  

3.1 Link Layer  

Then CMND and external hardware (for example, an MCU) communicate via UART/SPI/I2C port, depending 

on the system design.  Communication is bidirectional; e.g. sending/receiving events and information. UART 

protocol settings are shown below.  No special settings are required for SPI or I2C communication. 

UART protocol settings are as follows: 

Baud rate: 115200 bps 

Data: 8 bit 

Parity bit: None 

Stop bit: 1 bit 

Network byte order: Big Endian 

Flow control: Enable/Disable (at compilation time, optional). Recovery from message loss should be 

done in higher layers. 

3.2 Network Layer  

This layer is used for unit management. Each unit should have number ranging from 0 to 255. Unit identifier is 

provided as part of the CMND API message and defines the source unit ID. 

3.3 Data Layer  

The UART protocol message structure used for this layer is shown in Table 3-1. The various fields are 

described in Table 3-2. This protocol should be packed in Big Endian byte order (network order). For example: 

16-bit integer: 0x0010 is 00 10 in the message (MSB is sent first). 

32-bit integer: 0x12345678 is 12 34 56 78 in the message (MSB is sent first). 

Table  3-1: CMND API UART Fields  

NAME Start 

Code 

Length Cookie Unit ID Service 

ID 

Msg ID Checksum Data 

TYPE U16 U16 U8 U8 U16 U8 U8 U8 array 

VALUES  0xDADA 0 to 

0xffff  

0 to 0xff 0 to 0xff 0 to 

0xffff  

0 to 0xff 0 to 0xff 0 to 0xff 

Table  3-2: CMND API UART Field Descriptions  

FIELD  DESCRIPTION 

Start Code Fixed value defines the beginning of a new message 

Value : 0xDADA 

Length Total length of the message from Cookie to Data (all inclusive). 

Length of Data field can be computed by subtracting 6 bytes (Cookie, Unit 

ID, Service ID, Msg ID and Checksum) from the Length field. 

Cookie Unique message identifier between CMND and Node Host. 

See section 4.3 for details. 

Unit ID When sent from Node Host to the CMND this value identified the source 

unit ID (i.e sending from). 

When sent from the CMND to the Node Host, this value is the the 

destination unit ID (i.e. sending to). 

Service ID Defines an ID for a logical group of messages. 
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FIELD  DESCRIPTION 

See section 4.4 for details. 

Msg ID Message ID under the logical group of messages in the specified Service ID 

Checksum Error checking of the received message.  

CS = 8 LSBs of byte summation from Length to Data (including Length, not 

including Checksum field) 

Data Message payload. If message has no data, then this field is empty and 

Length field is set to 6. 

4. Application Layer  (CMND API) 

4.1 Message Notation  

The CMND API service messages use the notations described below: 

Requests: These messages are marked with the suffix xxx_REQ. A request is message xxx sent from element A 

to element B. Requests can be send from the Node Host to the CMND or vice versa.  

Example: Element A (Host) sends a ñTurn ONò request to element B. Element B can either be a gateway (GW) 

or an explicit remote device registered to the same GW.  If B is a remote device, then  xxx_REQ is sent by the 

GW to the device B. 

 

Confirmations : These messages are marked with the suffix xxx_CFM. Confirmation is sent to indicate a 

previously received request, never as an unsolicited event.  A special case of confirmation is a preliminary ACK.  

This confirmation message means that the request was received by the BS (in terms of OTA) but not yet 

processed, validated or executed. This message confirms that the message arrived at its destination in terms of a 

link, and that the request is pending. In some cases, this level of confirmation is enough for the requesting side. 

For details, see CMND_MSG_GENERAL_LINK_CFM in section 4.10.2.  

 

Example: Element A sends a ñTurn ONò request to element B. Element A receives a link confirmation for ñTurn 

ONò if message has arrived to BS. 

 

Responses: These messages are marked with the suffix xxx_RES. A response means that the request was 

executed and a response sent back to the requesting side. The response may contain payload with success/fail 

status of the execution.   

Example: The device has successfully been turned on. 

 

Indications: These messages are marked with the suffix xxx_IND. An indication is an unsolicited event. 

Example: DECT link is not active. 

4.2 Information Elements (IE)  

4.2.1 Using  IEs 

An IE is a self-contained data structure that can be reused within different CMND API messages. Message 

payloads can contain only IEs. The CMND API defines for each message a list of IEs that can be conveyed 

within this message.  

Examples: 

¶ The CMND_MSG_ALERT_NOTIFY_STATUS_REQ message in ñAlertò service contains the 

CMND_IE_ALERT information element with all the necessary fields for notifying about the alert. 

¶ Most of the confirmation messages reuse the CMND_IE_RESPONSE information element; it contains 

success/failure status. 

¶ The ñCMND_MSG_ONOFF_ON_REQò request in ñOn-Offòñ service is sent to the Base; the Base 

forwards this request to the destination device based on the binding table on base. This request can be 

extended by explicitly defining the destination device unit and thus skipping the binding table on the 
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BS. This is implemented by adding a CMND_IE_UNIT_ADDR information element to the ñTurn Onò 

request. 

4.2.2 Information Elements in CMND API Message Payload  

The Data field of the CMND API message may be either empty or can contain one or more IEs. The IEs are 

stored sequentially; their order in a message is not mandatory. The Data field is structured as shown in Figure 

4-1. 

 

Start 

Code 

Length  Cookie Unit 

ID 

Service 

ID 

Msg 

ID 

Check 

Sum 

Data 

 

 

 

 

 

 

 

 

Figure 4-1: Data Field Structure  

4.2.3 Structure  

Each IE is structured as shown in Table 4-1. Fields are described in Table 4-2. An example of a CMND API 

message of an Alert service shown in Table 4-3. 

Table  4-1: IE Structure Fields  

NAME Type Length Value 

TYPE U8 U16 U8 array 

VALUE 0 to 0xff 0 to 0xffff  0 to 0xff 

Table  4-2: IE Field Descriptions  

FIELD  DESCRIPTION 

Type IE unique identifier. See CMND API Information Elements 

Length Lenght of IE Value field (in bytes) 

Value Information Element payload (Network byte order) 

Table  4-3: Alert Service Message Example  

FIELD  DATA  BYTE 

NO 

Start Code da da 1 

2 

Length 00 0e 3 

4 

Cookie 01 6 

Unit ID 01 7 

Service ID: Alert 01 00 8 

IE1 IE2 .... IEk 

Type #1 Length #1 Value #1 Type #k Length #k Value #k 
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FIELD  DATA  BYTE 

NO 

9 

Msg ID: 

CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_REQ 

04 10 

Checksum 3A 11 

IE Type: CMND_IE_TAMPER_ALERT 1D 12 

IE Length 00 01 13 

14 

IE Value: Tamper alert is ON 00 01 15 

IE Type: CMND_IE_RESPONSE_REQUIRED 04 16 

IE Length  00 01 17 

18 

IE Value: Response is required 01 19 

4.2.4 Mandatory/Optional IEs  

The CMND API defines for each message which IEs are mandatory (M) and which are optional (O).  

Some of IEs may be added to CMND API message payload without being stated in message definition. For 

example, the CMND_IE_UNIT_ADDR may be added to payload to identify the source or destination address 

(Device + Unit id). In the table below you will find a list of such IEs: 

Table  4-4: Common Optional IEs  

INFORMATION 

ELEMENT  

DESCRIPTION 

CMND_IE_UNIT_ADDR Defines Device ID and Unit address. This IE will be added by 

CMND module in case source address differs from default 

Device ID = 0x7F and Unit ID = 0x7FFF 

CMND_IE_OTA_COOKIE Contains FUN application sequence fields value if different 

from zero. 
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4.3 CMND API Cookie  

4.3.1 Overview  

The Cookie field is used to identify a request sent from the Node Host to the CMND, and the confirmation sent 

back from CMND to Host in which a ñdonôt careò value (0) is set. 

4.3.2 Cookie Generation  

A Cookie is generated by the Node Host. The same value is later used in confirmation by the CMND. 

Table 4-3 defines the Cookie value in different scenarios. 

Table  4-5: Cookie Values  

SCENARIO CMND COOKIE VALUE  

Node Host sends a request to CMND (REQ) Node Host generates new value. Another option is to 

use 0, donôt care. 

CMND sends acknowledge for message transmission 

over DECT (CFM) 

CMND uses the same Cookie as provided in the 

Node Host request 

Node Host responds to a request from CMND (RES) Node Host sets the Cookie to 0, donôt care 

The CMND sends a REQ or IND to the Node Host CMND uses 0, donôt care 
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4.3.3 Flow Example  

Figure 4-2 demonstrates Cookie generation for an ñAlarmò event. 

CMND 

Power Up

link confirmation

Cookie=0x01

 Power Off 

Alert request

Cookie=0x01

Node Host

ñhello indicationò

Cookie=0x00

Alert End-to-End response

Cookie=0x00

CMND uses donôt 

care=0x00

Node Host generates 

new Cookie

CMND replies to Alert 

request using same 

Cookie=0x01

CMND sends End-to-End 

response 

Cookie=0x00

ON OFF ï ON request

Cookie=0x00 CMND sends a request

Cookie=0x00

Link confirm

Cookie=0x00
Node Host responds with 

donôt care 

Alert request

Cookie=0x00
Example of Cookie=

donôt care

Link confirmation

Cookie=0x00

CMND replies to Alert 

request using the same 

Cookie 0x00

EEPROM write request

Cookie=0x00
Non OTA message uses 

Cookie=donôt care

EEPROM write confirm

Cookie=0x00

CMND replies using the 

same Cookie 0x00

 

Figur e 4-2: Cookie Generation for Alarm Event  
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4.4 CMND API Serv ices  

4.4.1 Overview  

The CMND API devices are a collection of messages grouped under Service IDs, as listed in Table 4-6. The 

Service concept is very similar to the object oriented ñClassò: Service messages are Class.  

Although Service IDs and HAN FUN interfaces are very similar, reference to CMND API should be performed 

only as explained in this document. One special case is the FUN Service ID, for which the message payload 

should be constructed with reference to the HAN FUN - OTA API SPEC [1]. 

Table  4-6: Service IDs 

SERVICE 

ID 

NAME DESCRIPTION 

Management 

0x0001 Device Management Device registration and de-registration 

0x0002 Reserved  

0x0003 Reserved  

0x0004 Identify  Identify Unit/Group in system 

0x0005 Reserved  

0x0006 Attribute Reporting Report attributes by event or periodically 

   

Generic 

0x0000 General General-purpose service 

0x0100 Alert Device indicates an alert 

0x0101 Tamper Alert Device indicates a tamper alert 

0x0102 Reserved  

0x0103 Reserved  

0x0104 Keep Alive Device indicates it  is alive 

0x0105 Reserved  

0x0106 On Off Turn action on/off 

0x0107 Reserved  

0x0108 FUN Send and receive FUN OTA messages 

0x0109 Debug Internal debug service of Han application 

System 

0x0201 System  System functionality 

0x0202 Reserved  

0x0203 Parameters Access CMND parameters 

0x0204 Sleep  Turn DECT module off  

0x0205 Reserved  

0x020A ULE Voice Call Manage voice call 

0x020B Production Production mode management 

0x020C SUOTA Software update over the air service 

0x020D Certification Certification 

0x020E Remote Control Remote Control 

0x020F SUOTA Proprietary SUOTA Proprietary 

0x0210 Broadcasting Broadcasting 

 

4.5 Message Confirmation  

Message ACK is a Transport Layer confirmation indicating that the message was sent to gateway/base station.  

It does not indicate the message reached the Application Layer on the destination device. This confirmation is 

part of the CMND API General Service message, CMND_MSG_GENERAL_LINK_CFM. 
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4.6 Raw FUN with CMND API  

The CMND API protocol defines services for specific purpose such as Alert, Tamper, Device Management, 

etc. The CMND API also defines a general purpose service - FUN service. This service is used for constructing 

full FUN message following the FUN standard. The FUN service structure is not bitwise exact to FUN protocol 

structure but it contains the exact same fields (i.e. same logical payload). See FUN service for full spec. 

The FUN service can be used for following: 

¶ Implement FUN interfaces which are not supported in CMND API. For example: 

o FUN Power interface (0x0110) 

o FUN Time interface (0x0102) 

¶ Implement customer proprietary functionality (FUN proprietary interface): 

o Proprietary customization of the Node Host 

o Proprietary calibration 

o Proprietary reporting 

o Proprietary attributes 

o Other proprietary functionality 

 

The next two paragraphs are providing guidelines and examples on constructing FUN messages for usages 

defined above. 

4.6.1 Using FUN Service to Co de FUN Interfaces  

One of usages of CMND API FUN service is constructing FUN standard messages. Any FUN interface can be 

constructed, including those which are already supported by the CMND API services. The Alert Interface can 

be either created using CMND Alert service or using FUN service and constructing the message from scratch.  

Next table presents an example for constructing Low Battery indication for FUN Power interfaces. This 

interface is not implemented in none of CMND API services. The CMND API content shall be coded as 

following: 

- Service: FUN service (0x0108) 

- Message: CMND_MSG_FUN_SEND_REQ (0x1) 

- Payload: CMND_IE_FUN (0x5) 

Table  4-7: Power interface using FUN service  

Field Data Byte 
No 

Start Code da da 1 

2 

Length 00 XX1 3 

4 

Cookie 01 6 

Unit Id 01 7 

Service Id = FUN 01 08 8 

9 

Msg Id: CMND_MSG_FUN_SEND_REQ 01 10 
Checksum ZZ 11 

IE type: CMND_IE_FUN 05 12 

IE length 00 XX1 13 
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Field Data Byte 
No 

14 

IE payload ...  

XX1 ς reperesents an unknown byte value since not all data is presented in this example 

The next table presents how to fill CMND_IE_FUN information element for low battery indication: 

 

Table  4-8: CMND_IE_FUN usi ng FUN service  

Field Type Value Description 

Extended Mode u8 0x0 0: Non Extended Mode ς Default Mode 

Source device id u16 Node host device id Address of source device. 
Node Host receives device id in registration confirmation. 

Node Host can also receive it with Get Status message 
(general service) 

Source unit id u8 0x0 Source unit Id 

Power interface shall be used with Unit 0 
Address type u8 0x0 0: Individual Address 

Destination device id u16 0x7FFF Address of the specific destination device 

Destination unit id u8 0xFF Destination specific unit identifier 

Application reference u8 0x00 Per use case 

Message type u8 0x01 0x1: Command message 

Interface type u8 0x0 0: Client 

Interface Id u16 0x0110 Power FUN Interface identifier 

Interface member u8 0x03 Command 0x03 ςLow Battery voltage alert 

Data length u16 0x0 Length of Data payload (in bytes) 
0 ς no data 

Data payload u8[] None Command payload.  

 

The FUN service can also be used for receiving full FUN messages for FUN interfaces which are not 

implemented in CMND API. Next example presents CMND API message received on Node Host which 

contains FUN ñGet attributeò message for Power interface for ñBattery Voltageò attribute (0x07).  The CMND 

API content shall be: 

- Service: FUN service (0x0108) 

- Message: CMND_MSG_FUN_RECV_IND (0x2) 

- Payload : CMND_IE_FUN (0x5) 

 

Table  4-9: Power interface using FUN service  

 

Field Data Byte 
No 

Start Code da da 1 

2 

Length 00 XX1 3 

4 

Cookie 01 6 

Unit Id 00 7 
Service Id = FUN 0108 8 

9 
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Field Data Byte 
No 

Msg Id: CMND_MSG_FUN_RECV_IND 02 10 

Checksum XX1 11 

IE type: CMND_IE_FUN 05 12 

IE length 00 XX1 13 

14 

XX1 ς reperesents an unknown byte value since not all data is presented in this example 

The content of CMND_IE_FUN information element shall be: 

Table  4-10: CMND_IE_FUN using FUN service  

Field Type Value Description 

Extended Mode u8 0x0 0: Non Extended Mode ς Default Mode 

Source device id u16 Node host device id Address of source device. 

Source unit id u8 0x0 Source unit Id 

Power interface shall be used with Unit 0 

Address type u8 0x0 0: Individual Address 
Destination device id u16 Node host device id Address of the specific destination device 

Destination unit id u8 0x00 Destination specific unit identifier 

Power is should be implemented in Unit 0 

Application reference u8 0x00 Per use case 

Message type u8 0x01 0x4: Attribute get message 

Interface type u8 0x0 0: Client 
Interface Id u16 0x0110 Power FUN Interface identifier 

Interface member u8 0x03 0x07 ς Battery voltage attribute identifier 

Data length u16 0x0 Length of Data payload (in bytes) 

0 ς no data 

Data payload u8[] None Command payload.  

 

4.6.2 Using FUN Service for Proprietary Interfaces  

Another usage for the CMND API FUN service is constructing FUN messages for proprietary FUN interfaces.  

For example: Node Host uses proprietary interface for calibrating the AC outlet form Base.  

Proprietary interfaces shall start from 0x7F00 offset (as defined by FUN standard).  Messages and attributes are 

to be defined by Node Host. The CMND side is not aware of message structure and will not perform any 

validation on the content transferred from Node Host to Base or vice versa. Message transmission is 

bidirectional (as with other FUN interfaces), from device to base and from base to device. 

 

Outgoing messages shall be coded as following: 

 

- Service: FUN service (0x0108) 

- Message: CMND_MSG_FUN_SEND_REQ (0x1) 

- Payload : CMND_IE_FUN (0x5) 

-  

Incoming message shall be coded as following: 

 

- Service: FUN service (0x0108) 

- Message: CMND_MSG_FUN_RECV_IND (0x2) 

- Payload : CMND_IE_FUN (0x5) 

 

The CMND_IE_FUN shall be coded as defined in CMND_IE_FUN section. The payload shall be coded 

according to definition of the proprietary interfaces defined by customer. 
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4.6.3 Using FUN Service to Get Attribute  

In this example GW wants to get FUN attribute value from ULE device. This attribute is stored in the Node 

host.  

¶ A ñGet Attributeò FUN message is sent to CMND node (in this example we use interface 0x7F20) 

¶ A CMND API message is sent to Node host. 

¶ The node host responses to CMND node 

¶ The CMND node translates the message to FUN and sends the response to the GW 

 

The following is the message from CMND node to Node host: 

- Service: FUN service (0x0108) 

- Message: CMND_MSG_FUN_RECV_IND (0x2) 

- Payload : CMND_IE_FUN (0x5) 

 

Table  4-11: Get attribute using FUN service  

 

Field Data Byte 
No 

Start Code da da 1 

2 

Length 00 XX1 3 

4 

Cookie 00 6 

Unit Id 01 7 

Service Id = FUN 01 08 8 

9 

Msg Id: CMND_MSG_FUN_RECV_IND 02 10 

Checksum XX1 11 

IE type: CMND_IE_FUN 05 12 
IE length 00 XX1 13 

14 

IE payload ...  

XX1 ς reperesents an unknown byte value since not all data is presented in this example 

 

The content of CMND_IE_FUN information element shall be: 

Table  4-12: CMND_IE_FUN using FUN service  

Field Type Value Description 

Extended Mode u8 0x0 0: Non Extended Mode ς Default Mode 

Source device id u16 Node host device id Address of source device. 

Source unit id u8 0x1 Source unit Id 

Address type u8 0x0 0: Individual Address 

Destination device id u16 Node host device id Address of the destination device 

Destination unit id u8 0x01 Destination specific unit identifier 
The command is sent to Unit 1 

Application reference u8 0x00 Per use case 
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Field Type Value Description 

Message type u8 0x01 0x4: Attribute get message 

Interface type u8 0x0 0x1: Server 

Interface Id u16 0x7f20 FUN Interface identifier  

Interface member u8 0x01 Attribute ID we want to read 

Data length u16 0x0 Length of Data payload (in bytes) 
0 ς no data 

Data payload u8[] None Command payload.  
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The following is the response from Node host to CMND node with attribute value 

- Service: FUN service (0x0108) 

- Message: CMND_MSG_FUN_SEND_REQ (0x1) 

- Payload : CMND_IE_FUN (0x5) 

 

Table  4-13: Get attribute response using FUN service  

 

Field Data Byte 
No 

Start Code da da 1 

2 

Length 00 XX1 3 

4 

Cookie 00 6 

Unit Id 01 7 

Service Id = FUN 01 08 8 

9 

Msg Id: CMND_MSG_FUN_SEND_REQ 01 10 

Checksum XX1 11 

IE type: CMND_IE_FUN 05 12 

IE length 00 XX1 13 

14 
IE payload ...  

 

XX1 ς reperesents an unknown byte value since not all data is presented in this example 

The content of CMND_IE_FUN information element shall be: 

Table  4-14: CMND_IE_FUN using FUN service  

Field Type Value Description 

Extended Mode u8 0x0 0: Non Extended Mode ς Default Mode 

Source device id u16 Node host  

device id 

Address of source device. 

Node Host receives device id in registration confirmation. 
Node Host can also receive it with Get Status message (general 
service) 

Source unit id1 u8 0x1 Source unit Id 
Unit that responses 

Address type u8 0x0 0: Individual Address 

Destination device id u16 0x7FFF Address of the specific destination device 

Destination unit id u8 0xFF Destination specific unit identifier 

Application reference2 u8 0x00 Per use case 

Message type u8 0x05 0x5: FUN Get attribute response 

Interface type3 u8 0x0 1: Server 

Interface Id u16 0x7f20 FUN Interface identifier 

Interface member u8 0x01 Attribute id 1 

Data length4 u16 0x1 Length of Data payload (in bytes) 

Data payload u8[] YY Attribute value, in this case its 1byte 

 

1 Source unit id must be equal to Destination unit id in the ñget attributeò request 
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2 Application reference should comply with [4] FUN protocol application reference field 

3 Interface type ï refer to [4] for explanation on values of this field. Setting this field to 0 denotes a client 

interface, while setting it to 1 denotes a server interface. The interface type is of the destination (receiver) 

device when message ñMessage Typeò specifies a command or a request. In contrast, in response message the 

interface type is of the source (sender) device.  

This example demonstrates a ñget attributeò of an attribute implemented by interface 0x7F20 server side. 

Therefore, interface type is set to 1 (server) in ñGet attributeò request, and set to 1(server) again as the response 

is from server side. 

4 Data length is decided base on the definition of the proprietary interface. In this example the length was 

randomly chosen as 1 byte. 

 

4.7 Devic e Management  Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.7.1 Overview  

This service is used for registering devices and units with their associated data, such as Unit Type and the list 

of interfaces they support. 

4.7.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION 

N
  T

O
  C

 

C
  T

O
  N

 

 

0x01 Reserved    

0x02 Reserved    

0x03 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_REQ Register device to base Y N 

0x04 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_CFM Registration started N Y 

0x05 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_IND Success status of 

registration 

N Y 

0x06 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_REQ Local deregistration 

request of device 

Y N 

0x07 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_CFM Deregistration 

confirmation 

N Y 

0x08 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND Deregistration 

indication 

N Y 

4.7.2.1 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_REQ  

This message is used for registering a device and its units with their associated types on the remote base 

(gateway). Device unit types and the list of optional FUN interfaces is stored in CMND API parameter Unit 
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info table (0xA). The CMND node will confirm on start of registration with 

CMND_MSG_DEV_MGNT_REGISTER_DEVICE_CFM. 

IE M/O Comment 

CMND_IE_BASE_WANTED O Contains speicific BS RFPI. Device will try to 
register on BS with specified RFPI only. If 
omitted device will search for any base open 
for registration 

4.7.2.2 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_CFM  

This message is a response to a registration request. The CMND informs the Node Host that CMND 

registration procedure is in progress. The registration result is reflected in 

CMND_MSG_DEV_MGNT_REGISTER_DEVICE_IND. 

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - άstart registrationέ succeeded (does not 

indicate that registration completed) 
0x1 ς άstart registrationέ failed 

4.7.2.3 CMND_MSG_DEV_MGNT_REGISTER_DEVICE_IND  

This indication is sent from the CMND to the Node Host to indicate the registration status between the device 

and the GW/BS after the registration procedure completes. The message can also be sent by the CMND to 

Node Host in unsolicited manner if registration was triggered internally by the CMND. When the registration 

procedure is completed, the CMND sends registration status. 

IE M/O Comment 

CMND_IE_REGISTRATION_RESPONSE M Contains registration status, allocated device ID and 
additional discriminator fields. 

4.7.2.4 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_REQ  

This is a request to de-register the device. The CMND sends a FUN ñderegisterò command to base, waits for a 

successful response from base, then indicates back to Node Host of the result. No IE is used. The CMND 

should respond first with CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_CFM and later with 

CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND.  

In case thereôs no response from base, deregistration will be completed as local deregistration, and will be 

indicated by CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND anyway to the Node host. 

4.7.2.5 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_CFM  

This message is a confirmation for handling deregistration request. The CMND informs the Node Host that 

CMND de-registration procedure is in progress. The result is reflected in 

CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND.  

IE M/O Comment 
CMND_IE_RESPONSE M 0x00 ς Success 

0x02 ς Not Registered 

4.7.2.6 CMND_MSG_DEV_MGNT_DEREGISTER_DEVICE_IND  

This message is an indication that device is now deregistered. This indication can arrive due to previously sent 

de-registration request, or in case device was remotely removed/deleted/deregistered from the BS.  

IE M/O Comment 

CMND_IE_DEREGISTRATION_RESPONSE M 0x00 ς Success 

0x08 - Not authorized. 
0xFF ï Unknown reason. 
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4.8 SUOTA Service  

4.8.1  Overview  

This service is used for upgrading the SW image of a Node Host (MCU) or of a CMND module (DECT). The 

upgrade can be initiated either from BS or from Node Host. 

4.8.1.1 SUOTA for CMND node (DECT) initiated by BS 

Next figure depicts SW upgrade for CMND module.  Base initiates the process by notifying Node Host when 

new version is available (CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND). The Node Host replies to Base by 

accepting or rejecting the SW Upgrade (CMND_MSG_SUOTA_NEW_SW_RES) and then indicates to CMND 

module to start downloading the new SW image (CMND_MSG_SUOTA_DOWNLOAD_START_REQ). When 

download completes the CMND modules sends indication with success status if upgrade succeeded or failure 

status in case of a failure (CMND_MSG_SUOTA_IMAGE_READY_IND). In case of failure the Node Host must 

reply with CMND_MSG_SUOTA_IMAGE_READY_RES to confirm message is received.  In case of success 

the response should not be sent from Node to CMND. The Node Host then reads the new version from CMND 

module and updates the Base that SW Upgrade has completed 

(CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ). The last message is passed all the way to the base. 
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4.8.1.2 SUOTA for Node Host (MCU) initiated by BS 

Next figure depicts SW Upgrade for Node Host module (MCU upgrade).  Base initiates the process and notifies 

the Node host on new version availability (CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND). The Node 

Host accepts SW Upgrade (CMND_MSG_SUOTA_NEW_SW_RES) and then indicates to CMND to start 

downloading the new image (CMND_MSG_SUOTA_DOWNLOAD_START_REQ). The image is downloaded 

and stored on the CMND Node Flash. When download is completed the CMND Node indicates that image is 

ready (CMND_MSG_SUOTA_IMAGE_READY_IND). The Node host should reply with 

CMND_MSG_SUOTA_IMAGE_READY_RES. Next the Node host reads the new image (in chunks) from the 

CMND node (CMND_MSG_SUOTA_READ_FILE_REQ). When read is complete the Node host can do SW 

upgrade. When SW upgrade is complete the Node host sends a confirmation to Base 

(CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ). The last message goes all the way to the Base. 
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4.8.1.3 SUOTA for CMND node (DECT) initiated by Node Host 

The figure below depicts SW upgrade of CMND Node (DECT module) initiated by Node Host. 

Node Host initiates the process by sending CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ to 

check if newer software is available. Note that CMND_IE_CURRENT_SW_INFO information element can be 

omitted (The CMND node will send current CMND Node version to base in FUN message). 

The Node Host receives CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RES with a result of 

version check. If the result shows that new version is available, then Node Host start downloading the new 

image by sending CMND_MSG_SUOTA_DOWNLOAD_START_REQ. 

The rest of the process is the similar to SUOTA for CMND node (DECT) initiated by BS.
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4.8.1.4 SUOTA for Node Host (MCU) initiated by Node Host 

The figure below depicts SW Upgrade for Node Host module (MCU upgrade) initiated by Node Host. 

 

Node Host checks for new version availability using the 

CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ message. The Node Host should set current 

version in the payload. This information will be used by base when preparing the response. 

The Node Host will receive a response CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RES that will 

indicate availability of new version. 

If new version is available, then the Node Host requests to start downloading the new image by sending 

CMND_MSG_SUOTA_DOWNLOAD_START_REQ. 

The rest of the process is the same as SUOTA for CMND node (DECT) initiated by BS. 

 

4.8.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION 

N
 Ÿ

 C
 

C
 Ÿ

 N
 

0x01 CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND New SW available indication 

sent from base. 

N Y 
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MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION 

N
 Ÿ

 C
 

C
 Ÿ

 N
 

0x02 CMND_MSG_SUOTA_NEW_SW_RES 

 

Response on New SW 

available indication. 

Reject/Confirm the request. 

Y N 

0x03 CMND_MSG_SUOTA_DOWNLOAD_START_REQ Request from CMND to Start 

the download process. 

Y N 

0x04 CMND_MSG_SUOTA_DOWNLOAD_START_RES 

 

Confirm Start request N Y 

0x05 CMND_MSG_SUOTA_IMAGE_READY_IND Image ready on flash ( 

success/fail ) 

N Y 

0x06 CMND_MSG_SUOTA_IMAGE_READY_RES Confirm for Image ready 

indication 

Y N 

0x08 CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ 

 

Success/fail on upgrading 

process, sent to the BASE 

Y N 

0x0A CMND_MSG_SUOTA_READ_FILE_REQ Read Image File Y N 

0x0B CMND_MSG_SUOTA_READ_FILE_RES Data of Image File N Y 

0x0C CMND_MSG_SUOTA_DOWNLOAD_ABORT_REQ Abort SUOTA process and 

return to ULE Mode 

Y N 

0x0D CMND_MSG_SUOTA_DOWNLOAD_ABORT_CFM Abort Operation CFM N Y 

0x0E CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION

_REQ 

Request from Node Host to 

check if there new SW 

available 

Y N 

0x0F CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION

_RES 

Response on check version 

request with a result. 

N Y 

4.8.2.1 CMND_MSG_SUOTA_NEW_SW_AVAIALBE_IND  

This message is an indication sent from base to Node Host. 

IE M/O Comment 

CMND_IE_NEW_SW_INFO 
 

M Holds the sw / hw and URL informaiton  

4.8.2.2 CMND_MSG_SUOTA_NEW_SW_RES 

This message is a response to new sw available. Host indicate a reject/confirm on new SW. The CMND sends 

a CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival to the Base 

(link confirmation).  

IE M/O Comment 

CMND_IE_RESPONSE 
 

M Success / Fail status. See Return Codes 

4.8.2.2.1 Return Codes 

Return Code Value Description 

CMND_RC_OK 0x0 General success 

CMND_RC_FAIL 0x1 General failure 

CMND_RC_LOW_BAT 0x2 Low Battery 
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4.8.2.3 CMND_MSG_SUOTA_DOWNLOAD_START_REQ  

This message is a request from the device to start the software download process.  

IE M/O Comment 

CMND_IE_NEW_SW_INFO 
 

M Holds the sw / hw and URL informaiton  

CMND_IE_IMAGE_TYPE 

 

M Indicates image type FW or Node HOST  

 

4.8.2.4 CMND_MSG_SUOTA_DOWNLOAD_START_RES  

This message is a confirmation on START_REQ. This message has no payload. 

 

4.8.2.5 CMND_MSG_SUOTA_IMAGE_READY_IND   

This message is an indication on success / fail of downloading the new image 

 

IE M/O Comment 

CMND_IE_RESPONSE M Success / Fail  status: 
0x00 ς Success 
0x01 ς General Error 
0x02 ς Session Error 

0x03 ς Gmep Send Error 
0x04 ς Write Error 
0x05 ς Erase Error 

0x06 ς Checksum Error 
0x07 ς Flash Data Error 
0x08 ς Call Ended 
0x09 ς HTTP Error 

0x0A ς Version Number Unchanged 

CMND_IE_U32 M Image size in bytes 

 

4.8.2.6 CMND_MSG_SUOTA_IMAGE_READY_RES  

This message is response from Node host to confirm receivng of 

CMND_MSG_SUOTA_IMAGE_READY_IND. 

 

4.8.2.7 CMND_MSG_SUOTA_UPGRADE_COMPLETED_REQ  

Success/fail on upgrading process, sent to the BASE 

The receiving side of the request sends a CMND_MSG_GENERAL_LINK_CFM message of General Service 

to confirm message arrival (link confirmation). 

 

 

IE M/O Comment 

CMND_IE_SW_VER_INFO M Holds SUOTA result and current SW Version. 
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4.8.2.8 CMND_MSG_SUOTA_READ_FILE_REQ  

This message is a request to read from the new image file downloaded.  

IE M/O Comment 

CMND_IE_READ_FILE_DATA_REQ M Sepcifies offset and length to read 

4.8.2.9 CMND_MSG_SUOTA_READ_FILE_RES 

This message is a response to a read request.  End of file is indicated by returned size 0.  Another method to 

detect EOF is by comparing the total number of bytes read so far vs the image size (available in payload of 

CMND_MSG_SUOTA_IMAGE_READY_IND message) 

 

IE M/O Comment 

CMND_IE_RESPONSE M File Read Success/Failure  

CMND_IE_READ_FILE_DATA_RES M Data from File 

 

4.8.2.9.1 Return Codes 

Return Code Value Description 

CMND_RC_OK 0x0 General success 

CMND_RC_FAIL 0x1 General failure 

CMND_RC_OFFSET_WRONG 0x2 Invalid offset 

CMND_RC_NO_FILE 0x3 No available fi le  

 

4.8.2.10 CMND_MSG_SUOTA_DOWNLOAD_ABORT_REQ  

This message is a request to abort the file download process and return to ULE Mode. This message has no 

payload. 

4.8.2.11 CMND_MSG_SUOTA_DOWNLOAD_ABORT _CFM 

This message confirms that abort request was received and was processed. This message has no payload 

 

4.8.2.12 CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ 

This message is a request from the device to check the exsistence of new software. 

IE M/O Comment 

CMND_IE_CURRENT_SW_INFO 
 

O Holds current sw / hw informaiton. 
If the element is omitted then update for 

current CMND version will be requested. 

4.8.2.13 CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_RES 

This message is a response for CMND_MSG_SUOTA_CHECK_FOR_NEW_VERSION_REQ. The message 

contains a result of version check and an information about new version. 

IE M/O Comment 

CMND_IE_CHECK_SW_VER_RES 
 

M Holds version check result, the sw / hw and 
URL informaiton  
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4.9 Identify  Service  

4.9.1 Overview  

This service is used to identify physical device/unit or a group of units by blinking or beeping the device, or to 

identify a device ID in the base by pushing a button on the device and indicating the unit ID on the base. This 

service is mostly used for installation purposes. 

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.9.2 Messages  

 

MESSAGE 

ID 

MESSAGE NAME MESSAGE DESCRIPTION N
  Ÿ

  C
 

  C
  Ÿ

 N
 

0x01 CMND_MSG_IDENTIFY_DEVICE_REQ Indication to device to identify itself Y Y 

0x02 CMND_MSG_IDENTIFY_DEVICE_RES Response for identification indication Y Y 

0x03 CMND_MSG_IDENTIFY_SELF_REQ The unit wishes to identify itself Y Y 

4.9.2.1 CMND_MSG_IDENTIFY_DEVICE _REQ  

This message is a request to the Node Host to identify a specific unit by physical means, such as a blinking 

LED or beeping. This message should be sent to Unit 0.  

IE M/O Comment 

CMND_IE_UNIT_ADDR M Holds the specific device and unit ID to identify  

CMND_IE_U8 M Holds the time interval during which the 

physical notification should be active.  

CMND_IE_RESPONSE_REQUIRED O Include this IE if FUN request response is 
required 

4.9.2.2 CMND_MSG_IDENTIFY_DEVICE_ RES  

This message is the response from the Node Host to a CMND_MSG_IDENTIFY_DEVICE_REQ request. It 

should be sent to Unit 0 only if a request response was required.  

IE M/O Comment 

CMND_IE_UNIT_ADDR M Holds the specific unit ID to identify (unid ID = 
0x0 , directs to device only) 

CMND_IE_RESPONSE M 0x0 - ID identification succeeded 
0x1 - ID identification failed 

4.9.2.3 CMND_MSG_IDENTIFY_SELF_REQ  

This message is a request from the device side to identify itself to the BS or an explicit unit. When this message 

is targeted to reach a specific unit (destination is not BS), the destination unit should receive the same message. 

The receiving side of the request sends a CMND_MSG_GENERAL_LINK_CFM message of General Service 

to confirm message arrival (link confirmation). This message should be sent to Unit 0.  
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IE M/O Comment 

CMND_IE_IDENTIFY M Holds the identifier of the device to present 
 

  



   

Version 3.00 DECT HAN CMND API Specification Application Layer (CMND API 

 

   

May 2018 DSP Group Confidential 38/160 

 

4.10 General Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.10.1 Overview  

This service groups general messages and attributes. 

4.10.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION 

N
  Ÿ

  C
 

C
  Ÿ

  N
 

0x01 Reserved    

0x02 Reserved    

0x03 Reserved    

0x04 Reserved    

0x05 CMND_MSG_GENERAL_HELLO_IND First welcome 

message 

N Y 

0x06 CMND_MSG_GENERAL_ERROR_IND General error or 

failure indication 

Y Y 

0x07 CMND_MSG_GENERAL_LINK_CFM General confirmation 

of request  delivery to 

BS 

Y N 

0x08 CMND_MSG_GENERAL_GET_STATUS_REQ Get the general status 

of CMND 

Y N 

0x09 CMND_MSG_GENERAL_GET_STATUS_RES Response for general 

status request 

N Y 

0x0A CMND_MSG_GENERAL_HELLO_REQ First welcome 

message  

Y N 

0x0B CMND_MSG_GENERAL_GET_VERSION_REQ Get CMND version 

request 

Y N 

0x0C CMND_MSG_GENERAL_GET_VERSION_RES Response for CMND 

version request 

N Y 

0xD CMND_MSG_GENERAL_TRANSACTION_START_R

EQ 

Start transaction 

during which CMND 

will not enter 

hibernation 

Y N 

0xE CMND_MSG_GENERAL_TRANSACTION_START_C

FM 

Start transaction 

command received 

by CMND and 

confirmed 

N Y 
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MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION 

N
  Ÿ

  C
 

C
  Ÿ

  N
 

0x0F CMND_MSG_GENERAL_TRANSACTION_END_RE

Q 

End previous 

transaction, CMND 

now can enter 

hibernation when 

possible 

Y N 

0x10 CMND_MSG_GENERAL_TRANSACTION_END_CF

M 

Confirmation for End 

transaction request 

N Y 

0x11 CMND_MSG_GENERAL_LINK_MAINTAIN_START

_REQ 

Request to start 

maintaining link with 

base 

Y N 

0x12 CMND_MSG_GENERAL_LINK_MAINTAIN_START

_CFM 

Confirmation for 

request to start 

maintaining link with 

base 

N Y 

0x13 CMND_MSG_GENERAL_LINK_MAINTAIN_STOP_

REQ 

Request to stop 

maintaining link with 

base 

Y N 

0x14 CMND_MSG_GENERAL_LINK_MAINTAIN_STOP_

CFM 

Confirmation for 

request to stop 

maintaining link with 

base 

N Y 

0x15 CMND_MSG_GENERAL_LINK_MAINTAIN_STOPP

ED_IND 

Links maintain stop 

indication. Timer 

expired. 

N Y 

 

4.10.2.1 CMND_MSG_GENERAL_HELLO_IND  

This message is sent from CMND to Node Host on startup or on wakeup from external event. Message 

contains CMND API version and the general status of the CMND. The status includes registration status and 

device ID, production or normal mode and others. This message is addressed to Unit 0.  

IE M/O Comment 

CMND_IE_GENERAL_STATUS M Contains general CMND status (registration, 

EEPROM, startup mode)  

CMND_IE_VERSION M Contains CMND API version 

4.10.2.2 CMND_MSG_GENERAL_ERROR_IND  

This message is used to indicate invalid message content such as: wrong checksum, unknown service ID, 

unknown message ID.  

IE M/O Comment 
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CMND_IE_RESPONSE M 0x00 - Invalid cookie 

0x01 - Error parameter 

0x02 ς Not registered 

0x03 - Feature not supported 

0x04 - Error checksum 

0x05 - Unknown service ID 

0x06 - Unknown message ID 

0x07 - Invalid message length 

4.10.2.3 CMND_MSG_GENERAL_LINK_CFM  

This message, sent only from the CMND to the Node Host, returns the status of request delivery to BS. It is a 

preliminary ACK that does not confirm request execution (by application or any other higher layer on base) 

 IE M/O Comment 

CMND_IE_RESPONSE M 0x00 - Message delivery to BS succeeded 

0x01- Message delivery to BS failed 

0x12- Failed to lock on base. 

0x13 - Failed to transmit message, but succeeded to 

lock. 

See more values in CMND_IE_RESPONSE IE spec. 

4.10.2.4 CMND_MSG_GENERAL_GET_STATUS_REQ 

This message is used to receive the general status of the CMND. This message should be sent to Unit 0. No IE 

is used. This message is available in production mode. 

4.10.2.5 CMND_MSG_GENERAL_GET_STATUS_RES 

This message is a response for CMND_MSG_GENERAL_GET_STATUS_REQ that conveys the status of the 

CMND. This message is sent from Unit 0. 

 

IE M/O Comment 

CMND_IE_GENERAL_STATUS M Contains general CMND status (registration, 
EEPROM, startup mode, device ID)  

4.10.2.6 CMND_MSG_GENERAL_HELLO_REQ  

This message is an indication from the Node Host to the CMND. It indicates the Node Host is ready to receive 

CMND messages after power up or wakeup indication from a device. This message should be addressed to 

Unit 0. 

4.10.2.7 CMND_MSG_GENERAL_GET_VERSION_REQ 

This message is a request to get CMND version. Version type is specified in message payload. The response is 

CMND_MSG_GENERAL_GET_VERSION_RES message with requested version. This message should be 

sent to Unit 0. 

IE M/O Comment 
CMND_IE_U8 M Define in payload of this IE the version type 

0x1 ς Software version 
0x2 ς Hardware version 
0x3 ς EEPROM 

0x4 ς CMND API 
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4.10.2.8 CMND_MSG_GENERAL_GET_VERSION_RES 

This message is a response to get 4.11.3.11 CMND_MSG_GENERAL_GET_VERSION_REQ request. This 

message is sent to Unit 0 

IE M/O Comment 

CMND_IE_VERSION M Requested version 

4.10.2.9 CMND_MSG_GENERAL_TRANSACTION_START_REQ  

This message is a request from MCU to CMND to start a transaction during which the device will not enter 

hibernation.  This message is sent to Unit 0. This message has no payload 

 

4.10.2.10 CMND_MSG_GENERAL_TRANSACTION_START_CFM  

This message is a confirmation for CMND_MSG_GENERAL_TRANSACTION_START_REQ request. The 

CMND confirms that transaction started. This message is sent by Unit 0. The message has no payload 

4.10.2.11 CMND_MSG_GENERAL_TRANSACTION_END_REQ  

This message is a request from MCU to CMND to end a previously started transaction. This message is sent to 

Unit 0. This message has no payload 

4.10.2.12 CMND_MSG_GENERAL_TRANSACTION_END_CFM  

This message is a confirmation for CMND_MSG_GENERAL_TRANSACTION_END_REQ message. The 

CMND confirms that ñend transactionò request was received and handled. After this confirmation the 

hibernation is no more blocked and CMND may enter hibernation when possible. This message is sent to Unit 0. 

This message has no payload. 

 

4.10.2.13 CMND_MSG_GENERAL_LINK_MAINTAIN_START_REQ  

This message is a request from MCU to CMND to start link maintain with base. This message is to be used when 

a response is required from base. A general use case is when MCU sends a command to base, and now should 

wait for a response from base. This requires a periodic message from CMND towards the base to allow the base 

to respond. 

The CMND will transmit empty packet to Base every period (specified in message payload). Link maintain 

duration is also specified in message payload. This message is sent to Unit 0.   

For a sequence flows refer to Using Link Maintain commands and Link Maintain expires. 

 

IE M/O Comment 

CMND_IE_LINK_MAINTAIN M Specified link maintain duration in ping 
interval. 
Duration - the total time that CMND will 

maintain the link.  
Interval - defines frequency of empty messages 
sent to base. 

 

 

4.10.2.14 CMND_MSG_GENERAL_LINK_MAINTAIN_START_CFM  

This message is a confirmation for CMND_MSG_GENERAL_LINK_MAINTAIN_START_REQ. The CMND 

confirms that link maintain has successfully started or failed. This message is sent by Unit 0. 

 

IE M/O Comment 

CMND_IE_RESPONSE M 0x00 ς Success 
0x01 - Failure 
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4.10.2.15 CMND_MSG_GENERAL_LINK_MAINTAIN_ STOP_REQ 

This message is a request from MCU to CMND to stop existing link with base.  Send this message when link is 

not required anymore for example when MCU has received the response from base. This message is sent by Unit 

0.  This message has no payload. 

 

4.10.2.16 CMND_MSG_GENERAL_LINK_MAINTAIN_ STOP_CFM 

This message is a confirmation for CMND_MSG_GENERAL_LINK_MAINTAIN_STOP_REQ, and indicates 

that link maintenance has stopped. This message is sent by Unit 0. 

 

IE M/O Comment 

CMND_IE_RESPONSE M 0x00 ς Success 
0x01 - Failure 

 

 

4.10.2.17 CMND_MSG_GENERAL_LINK_MAINTAIN_ STOPPED_IND 

This message is a message from CMND to MCU that indicates that link maintain timer expired and not stopped 

explicitly by sending CMND_MSG_GENERAL_LINK_MAINTAIN_STOP_REQ message. This message is 

sent by Unit 0.  This message has no payload 

 

4.11 Alert  Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.11.1 Overview  

This service is used by any device to send alerts. 

4.11.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME MESSAGE DESCRIPTION 

N
  Ÿ

  C
 

C
  Ÿ

  N
 

0x01 CMND_MSG_ALERT_GET_ATTRIB_REQ Read service attribute Y Y 

0x02 CMND_MSG_ALERT_GET_ATTRIB_RES Response for óGETô attribute 

request 

Y Y 

0x03 CMND_MSG_ALERT_NOTIFY_STATUS_REQ Indication on Alert Y N 

0x04 CMND_MSG_ALERT_NOTIFY_STATUS_RES Response for status 

notification 

N Y 

4.11.2.1 CMND_MSG_ALERT_GET_ATTRIB_REQ  

This functionality is not supported. 
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This message is used to read unit attributes. The receiving side of the request sends a 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

IE M/O Comment 

CMND_IE_ATTRIBUTE_ID M Service attribute to read 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not 
BS 

4.11.2.2 CMND_MSG_ALERT_GET_ATTRIB_RES  

This functionality is not supported. 

This is a response to CMND_MSG_ALERT_GET_ATTRIB_REQ.  

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - Read succeeded 
0x1 - Read failed 

CMND_IE_ATTRIBUTE_VALUE M Holds attribute value in case of success 

CMND_IE_UNIT_ADDR O Mandatory if was present in the request 
 

4.11.2.3 CMND_MSG_ALERT_NOTIFY_STATUS_REQ  

This message is used to halt an alert. The receiving side of the request sends a 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

IE M/O Comment 

CMND_IE_ALERT M Contains alert source 

CMND_IE_RESPONSE_REQUIRED O Include this IE if response is required 

4.11.2.4 CMND_MSG_ALERT_NOTIFY_STATUS_RES  

This message acknowledges a CMND_MSG_ALERT_NOTIFY_STATUS_REQ request. This message should 

be sent only if CMND_IE_RESPONSE_REQUIRED is included into the request.  

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - wŜǎǇƻƴǎŜ ǘƻ άbƻǘƛŦȅ {ǘŀǘǳǎέ ǊŜǉǳŜǎǘ 
succeeded 
0x1 - wŜǎǇƻƴǎŜ ǘƻ άbƻǘƛŦȅ {ǘŀǘǳǎέ request failed 
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4.12 Tamper Alert  Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.12.1 Overview  

This service is used by any device to send tamper alerts. 

4.12.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME MESSAGE DESCRIPTION 

N
 Ÿ

 C
  

C
 Ÿ

 N
 

0x01 CMND_MSG_TAMPER_ALERT_GET_ATTRIB_REQ Read service attribute Y Y 

0x02 CMND_MSG_TAMPER_ALERT_GET_ATTRIB_RES Response for óGETô attribute 

request 

Y Y 

0x03 CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_REQ Indication on tamper alert Y N 

0x04 CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_RES Response for the Notify Status 

request 

N Y 

 

4.12.2.1 CMND_MSG_TAMPER_ALERT_GET_ATTRIB_REQ  

This functionality is not supported. 

This message is used to read a unit attribute. The receiving side of the request sends a 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation). 

IE M/O Comment 

CMND_IE_ATTRIBUTE_ID M Service attribute to read 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not 
BS 

4.12.2.2 CMND_MSG_TAMPER_ALERT_GET_ATTRIB_RES  

This functionality is not supported. 

This is a response to CMND_MSG_TAMPER_ALERT_GET_ATTRIB_REQ.  

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - Read request succeeded 
0x1 - Read request failed 

CMND_IE_ATTRIBUTE_VALUE M Holds attribute value in case of success 

CMND_IE_UNIT_ADDR O Mandatory if was present in the request 

4.12.2.3 CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_REQ  

This message is used for notifying the CMND of a tamper alert. The receiving side of the request sends a 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation). 
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IE M/O Comment 

CMND_IE_TAMPER_ALERT M Contains alert source 

CMND_IE_RESPONSE_REQUIRED O Include this IE if response is required 

4.12.2.4 CMND_MSG_TAMPER_ALERT_NOTIFY_STATUS_RES  

This message is the required response for a status notification request. The message confirms if the notification 

reached the BS. This message should be sent only if CMND_IE_RESPONSE_REQUIRED is present in the 

alert notification message. 

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - wŜǎǇƻƴǎŜ ǘƻ άbƻǘƛŦȅ {ǘŀǘǳǎέ ǊŜǉǳŜǎǘ 
succeeded 
0x1 - wŜǎǇƻƴǎŜ άbƻǘƛŦȅ {ǘŀǘǳǎέ ǊŜǉǳŜǎǘ ŦŀƛƭŜŘ 

4.13 Keep Alive  Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.13.1 Overview  
This service is used by any device to send keep alive. 

4.13.2 Attributes  

ATTRIBUTE 

ID 

ATTRIBUTE 

NAME 

ATTRIBUTE 

TYPE 

ATTRIBUTE 

VALUES  

ATTRIBUTE  

ACCESS 

0x0001 Interval  U32 milliseconds Read/Write 

4.13.3 Messages  

 

MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION 

N
 Ÿ

C
 

C
 Ÿ

N
 

0x01 CMND_MSG_KEEP_ALIVE_I_AM_ALIVE_REQ Indicates that device is alive Y N 

0x02 Reserved    

0x03 CMND_MSG_KEEP_ALIVE_GET_ATTRIB_REQ Request from Base to read 

keep alive attribute 

N Y 

0x04 CMND_MSG_KEEP_ALIVE_GET_ATTRIB_RES Response for óGETô attribute 

request 

Y N 

0x05 CMND_MSG_KEEP_ALIVE_SET_ATTRIB_REQ Request from Base to set 

keep alive attribute 

Y N 

0x06 CMND_MSG_KEEP_ALIVE_SET_ATTRIB_RES Response for óSETô attribute 

request 

Y N 
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4.13.3.1 CMND_MSG_KEEP_ALIVE_I_AM_ALIVE_REQ  

This message is used to indicate that the device is alive. The receiving side of the request sends a 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  No IE is used. 

4.13.3.2 CMND_MSG_ KEEP_ALIVE_GET_ATTRIB_REQ  

This message is indicated from remote base to read the value of a keep alive attribute on node host. Attribute 

details are specified in message payload. This message should be used only when keep alive is managed by the 

Node Host and not on the CMND. 

IE M/O Comment 

CMND_IE_ATTRIBUTE_ID M ID of the attribute to be read  
CMND_IE_UNIT_ADDR O Include this IE when destination device is not 

BS 

4.13.3.3 CMND_MSG_ KEEP_ALIVE_GET_ATTRIB_RES  

This is a response to CMND_MSG_ KEEP_ALIVE_GET_ATTRIB_REQ. This message should be used only 

when keep alive is managed by the Node Host and not on the CMND. 

IE M/O Comment 

CMND_IE_ATTRIBUTE_VALUE M Must be present to understand which attribute 

(even in case of failure). In case of failure only 
attribute ID and result fields are fi l led. 

CMND_IE_UNIT_ADDR O Mandatory if present in the request 
 

4.13.3.4 CMND_MSG_KEEP_ALIVE_SET_ATTRIB _REQ 

This message is request from remote base to set a keep alive attribute on node host. This message should be 

used only when keep alive is managed by the Node Host and not on the CMND. 

IE M/O Comment 

CMND_IE_ATTRIBUTE_VALUE M Attribute ID and new value 

CMND_IE_RESPONSE_REQUIRED O Include this IE when end-to-end FUN response 
is required 

CMND_IE_UNIT_ADDR O Mandatory if was present in the request 

4.13.3.5 CMND_MSG_ KEEP_ALIVE_ SET_ATTRIB_RES 

This message is a response to CMND_MSG_KEEP_ALIVE_SET_ATTRIB_REQ message. Node host should 

store the value received in ñSETò request and confirm the operation. This message is only mandatory when 

CMND_IE_RESPONSE_REQUIRED IE is present in the ñSETò request. This message should be used only 

when keep alive is managed by the Node Host and not on the CMND.  

IE M/O Comment 

CMND_IE_RESPONSE O 0x0 - Request handling succeeded 
0x3 - Request Not supported 

0x4 ς Failed to write to read only attribute 
0xFF ς Unknown reason 
Response is Mandatory only if 
CMND_IE_RESPONSE_REQUIRED is available in 

ǘƘŜ ά{9¢έ ǊŜǉǳŜǎǘ 

CMND_IE_ATTRIBUTE_ID O The ID of the the modified attribute. This IE is 
mandatory if response is required 

CMND_IE_UNIT_ADDR O Present only if in the request 
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4.14 On-Off Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.14.1 Overview  
This service is used for switching devices on and off. 

4.14.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME MESSAGE DESCRIPTION 

N
 Ÿ

C
 

C
 Ÿ

N
 

0x01 CMND_MSG_ONOFF_ON_REQ Switch unit on Y Y 

0x02 CMND_MSG_ONOFF_ON_RES Response to Switch On request Y Y 

0x03 CMND_MSG_ONOFF_OFF_REQ Set unit off  Y Y 

0x04 CMND_MSG_ONOFF_OFF_RES Response to Switch Off request Y Y 

0x05 CMND_MSG_ONOFF_TOGGLE_REQ Toggle unit status Y Y 

0x06 CMND_MSG_ONOFF_TOGGLE_RES Response to Toggle request Y Y 

0x07 CMND_MSG_ONOFF_GET_ATTRIB_REQ Get unit attribute Y Y 

0x08 CMND_MSG_ONOFF_GET_ATTRIB_RES Response for óGETô attribute request 

with attribute data 

Y Y 

0x09 CMND_MSG_ONOFF_SET_ATTRIB_REQ Set attribute request Y Y 

0x0A CMND_MSG_ONOFF_SET_ATTRIB_RES Response for ñSet Attributeò request Y Y 

0x0B CMND_MSG_ONOFF_SET_ATTRIB_REQ

_WITH_RES 

Set attribute with response Y Y 

 

4.14.2.1 CMND_MSG_ONOFF_ON_REQ 

This message is used to switch on the device. This message is available for two directions: 

MCU Ą CMND: Button is pressed to turn on a remote switchable device. The CMND will respond with 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Switchable device receives a command from remote device or base to turn the MCU on.  

IE M/O Comment 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not BS 

CMND_IE_RESPONSE_REQUIRED O Include this IE when end to end FUN response is 

required 
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4.14.2.2 CMND_MSG_ONOFF_ON_RES 

This message is the response to CMND_MSG_ONOFF_ON_REQ. This message is sent only if the request 

contained CMND_IE_RESPONSE_REQUIRED. This message is available for two directions: 

MCU Ą CMND: Switchable device responses for previous request to turn on the device 

CMND Ą MCU: Remote device responses for previous request from MCU to turn it on. 

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - Request handling succeeded 

0x1 - Request handling failed 

CMND_IE_UNIT_ADDR O Present only if in the request 

 

4.14.2.3 CMND_MSG_ONOFF_OFF_REQ 

This message is used to switch off the device. This message is available for two directions: 

MCU Ą CMND: Button is pressed to turn off a remote switchable device. The CMND will respond with 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Switchable device (MCU) receives a command from remote device or base to turn the MCU 

off. 

IE M/O Comment 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not BS 

CMND_IE_RESPONSE_REQUIRED O Include this IE when end to end FUN response is 
required 

4.14.2.4 CMND_MSG_ONOFF_OFF_RES 

This message is the response to CMND_MSG_ONOFF_OFF_REQ. It is sent only if the request contained 

CMND_IE_RESPONSE_REQUIRED. The message is available for two directions: 

MCU Ą CMND: Switchable device responses for previous request to turn off the device 

CMND Ą MCU: Remote device responses for previous request from MCU to turn it off. 

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - Request handling succeeded 

0x1 - Request handling failed 

CMND_IE_UNIT_ADDR O Present only if in the request 

4.14.2.5 CMND_MSG_ONOFF_TOGGLE_REQ 

This message is used to toggle the state of the device. This message is available for two directions: 

MCU Ą CMND: Button is pressed to toggle the state of a remote switchable device. The CMND will respond 

with CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Switchable device (MCU) receives a command from remote device or base to toggle MCU 

state 

IE M/O Comment 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not BS 

CMND_IE_RESPONSE_REQUIRED O Include this IE when end to end FUN response is 
required 
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4.14.2.6 CMND_MSG_ONOFF_TOGGLE_RES 

This message is the response to CMND_MSG_ONOFF_TOGGLE_REQ. It is sent only if the request 

contained CMND_IE_RESPONSE_REQUIRED. The message is available for two directions: 

MCU Ą CMND: Switchable device responses for previous request to toggle the state of the device 

CMND Ą MCU: Remote device responses for previous request from MCU to toggle the state. 

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - Request handling succeeded 

0x1 - Request handling failed 

CMND_IE_UNIT_ADDR O Present only if in the request 

4.14.2.7 CMND_MSG_ONOFF_GET_ATTRIB_REQ  

This message is used to read a unit attribute. This message is available for two directions: 

MCU Ą CMND: MCU sends a request to get attribute from remote device. The CMND will respond with 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Remote device (or base) sends a request to MCU to get attribute 

 

IE M/O Comment 

CMND_IE_ATTRIBUTE_ID M Specified the attribute to be read 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not BS 

4.14.2.8 CMND_MSG_ONOFF_GET_ATTRIB_RES  

This is a response to CMND_MSG_ONOFF_GET_ATTRIB_REQ. This message is available for two 

directions: 

MCU Ą CMND: MCU sends a response with attribute value to remote device. The CMND will respond with 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Remote device (or base) sends a response with attribute value to previous request that was 

sent  from MCU to this remote device. 

IE M/O Comment 

CMND_IE_ATTRIBUTE_VALUE M Contains attribute value. In case of failure 
Attribute ID should be equal to the ID in the 
ΨD9¢Ω ǊŜǉǳŜǎǘΣ ŀǘǘǊƛōǳǘŜ ǾŀƭǳŜ ǎƘƻǳƭŘ ōŜ 
ignored. 

Response Value: 
0x0 - Request handling succeeded 
0x3 - Fail: Not supported 
0xFF ς Fail: Unknown reason 

CMND_IE_UNIT_ADDR O Mandatory if in the request 
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4.14.2.9 CMND_MSG_ONOFF_SET_ATTRIB_REQ 

This message is used to set a unit attribute. This message is available for two directions: 

MCU Ą CMND: MCU sends a request to set attribute on remote device. The CMND will respond with 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Remote device (or base) sends a request to MCU to set attribute on the MCU 

 

IE M/O Comment 

CMND_IE_SET_ATTRIBUTE_VALUE M Specified target attribute and the new value to 
set 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not BS 

4.14.2.10 CMND_MSG_ONOFF_SET_ATTRIB_RES  

This is a response to CMND_MSG_ONOFF_SET_ATTRIB_REQ. This message is available for two 

directions: 

MCU Ą CMND: MCU sends a response for previously received ñSetò attribute message. The CMND will 

respond with CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival 

(link confirmation).  

CMND Ą MCU: Remote device (or base) sends a response for previous request from MCU to set the attribute 

on remote device 

IE M/O Comment 

CMND_IE_RESPONSE M 0x0 - Request handling succeeded 
0x3 - Fail: Not supported 
0x4 ς Fail: Read only 
0xFF ς Fail: Unknown reason 

CMND_IE_ATTRIBUTE_ID M Identify the attribute which was set 

CMND_IE_UNIT_ADDR O Mandatory if in the request 

 

4.14.2.11 CMND_MSG_ONOFF_SET_ATTRIB_REQ_WITH_RES  

This message is used to set a unit attribute and requires a response from destination (as opposed to 

CMND_MSG_ONOFF_SET_ATTRIB_REQ where response is optional).  The response is  

CMND_MSG_ONOFF_SET_ATTRIB_RES  message.  

This message is available for two directions: 

MCU Ą CMND: MCU sends a request to set attribute on remote device. The CMND will respond with 

CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message arrival (link 

confirmation).  

CMND Ą MCU: Remote device (or base) sends a request to MCU to set attribute on the MCU 

 

IE M/O Comment 

CMND_IE_SET_ATTRIBUTE_VALUE M Specified target attribute and the new value to 
set 

CMND_IE_UNIT_ADDR O Include this IE when destination device is not BS 
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4.15 FUN Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.15.1 Overview  

This service enables sending/receiving a full FUN OTA message according to FUN standard [1]. 

4.15.2 Messages  

 

MESSAGE 

ID 
MESSAGE NAME MESSAGE DESCRIPTION 

N
 Ÿ

C
 

C
 Ÿ

N
 

0x01 CMND_MSG_FUN_SEND_REQ Send FUN message request Y N 

0x02 CMND_MSG_FUN_RECV_IND Indication on received FUN message N Y 

 

4.15.2.1 CMND_MSG_FUN_SEND_REQ 

This message is used to send a full FUN over-the-air message to a destination device and unit. The Data field 

of CMND API message should contain the exact FUN protocol message based on the FUN OTA protocol 

specification. The receiving side of the request sends a CMND_MSG_GENERAL_LINK_CFM message of 

General Service to confirm message arrival (link confirmation). 

IE M/O Comment 

CMND_IE_FUN M FUN data container 

4.15.2.2 CMND_MSG_FUN_RECV_IND 

This message indicates incoming full FUN OTA message from device.  

IE M/O Comment 

CMND_IE_FUN M FUN message data container 
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4.16 System  Service  

The following abbreviations are used in tables in this section: 

N Ÿ C: Message can be sent from Node Host to CMND  

C Ÿ N: Message can be sent from CMND to Node Host  

M: Mandatory 

O: Optional 

4.16.1 Overview  
This service provides miscellaneous system functionality, such as battery measurements, accessing specific HW 

registers, etc. 

4.16.2 Messages  

MESSAGE 

ID 
MESSAGE NAME 

MESSAGE 

DESCRIPTION  

N
 
Ÿ
C 

C
Ÿ
N

 

0x01 CMND_MSG_SYS_BATTERY_MEASURE_GET_REQ Get measurements of battery 

from A2D on CMND 

Y N 

0x02 CMND_MSG_SYS_BATTERY_MEASURE_GET_RES Response for óGETô 

parameter request 

N Y 

0x03 CMND_MSG_SYS_RSSI_GET_REQ Get RSSI measurement (link 

quality) 

Y N 

0x04 CMND_MSG_SYS_RSSI_GET_RES Response for Get RSSI 

request 

N Y 

0x05 CMND_MSG_SYS_BATTERY_IND_ENABLE_REQ Enable low battery indication Y N 

0x06 CMND_MSG_SYS_BATTERY_IND_DISABLE_REQ Disable low battery 

indication 

Y N 

0x07 CMND_MSG_SYS_BATTERY_IND_LOW_IND Send low battery notification N Y 

0x08 CMND_MSG_SYS_RESET_REQ Force watchdog reset CMND 

node 

Y N 

0x09 CMND_MSG_SYS_BATTERY_END_LIFE_IND Indication on end of battery 

life 

N Y 

4.16.2.1 CMND_MSG_SYS_BATTERY_MEASURE_GET_REQ 

Request the CMND to perform battery measurement. Battery is measured during system load mainly during RF 

transmission. The response is CMND_MSG_SYS_BATTERY_MEASURE_GET_RES with the measured 

data. This message should be sent to Unit 0. 

IE M/O Comment 

CMND_IE_BATTERY_MEASURE_INFO M Define battery measurement info. 
This command can be used in production 
mode only if Measurement mode of this IE is 
set to 2 (measure now) 

4.16.2.2 CMND_MSG_SYS_BATTERY_MEASURE_GET_RES 

This message returns tha battery measurement result. The resolution is 100 mVolts. The battery is measured 

from A2D during system load. This message should be sent from Unit 0. 

IE M/O Comment 

CMND_IE_BATTERY_LEVEL M The payload of the IE is battery measurements in resolution 
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of 100 mVolts. 

If measured voltage is below 1.5V the value 0 is returned 

 

4.16.2.3 CMND_MSG_SYS_RSSI_GET_REQ 

Request equest the CMND to return RSSI measurement. This message should be sent to Unit 0. No IE is used. 

4.16.2.4 CMND_MSG_SYS_RSSI_GET_RES 

This message is a response to RSSI measurement request. The payload contains RSSI measurement in recent 

RF activity. This message is sent from Unit 0. 

IE M/O Comment 

CMND_IE_U8 M The payload of the IE is RSSI value 

 

4.16.2.5 CMND_MSG_SYS_BATTERY_IND_ENABLE_REQ  

This message enables special low battery indication using the sensor conditioning IOôs  on the DHX91 module. 

The receiving side of the request sends a CMND_MSG_GENERAL_LINK_CFM message of General Service 

to confirm message arrival (link confirmation). NOTE ï this is a not common battery measurement. Before 

using this feature please advise with a DSP Group representative. 

4.16.2.6 CMND_MSG_SYS_BATTERY_IND_DISABLE_REQ  

This message disables the battery indication using the sensor conditioning on DHX91. The receiving side of 

the request sends a CMND_MSG_GENERAL_LINK_CFM message of General Service to confirm message 

arrival (link confirmation). 

4.16.2.7 CMND_MSG_SYS_BATTERY_IND_LOW_IND  

This message is an indication that battery is low using the sensor conditioning IOs on DHX91. 

4.16.2.8 CMND_MSG_SYS_RESET_REQ 

This message is used to request the CMND to force watchdog reset. CMND node will restart after this 

command. No response is gerenrated. 

 

4.16.2.9 CMND_MSG_SYS_BATTERY_END_LIFE_IND  

This is an indication on battery reaching the end of life. End of life is defined when to conditions are met: 

¶ Battery measurement during load is below 2.0V 

¶ Battery type is Alkaline (see HAN eeprom parameter EP_HAN_BATTERY_TYPE) 

 

 
























































































































































































































